Is This Email Legitimate?

Phishing is when a scammer uses fraudulent emails or texts, or copycat websites to get
you to share personal information such as account numbers, social security numbers,
login IDs, passwords, etc. These items can be then used to steal your money and/or
identity.

Scammers also use phishing emails to get access to your computer or network
then install programs like ransomware that can lock you out of your computer or
specific files on your computer. Do not click on a link just to see what’s there.
Simply accessing a malicious site could result in the compromise of your com-
puter.

If something else about it doesn’t seem right, please mark the email as Spam or
Phishing attempt or you may contact helpdesk@Itu.edu.

The Phish

Below is a real phish received by many LTU webmail accounts during December
2018. Let’s start by clearing up one misconception; the "From" address and “Reply
To” address mean nothing. They are merely text fields, and if a mail server isn't con-
figured to check these addresses, the email can say anything the phisher or spam-
mer wants it to say.

The phisher isn't going to give you his or her real email address. The idea is for the
email to appear to be legitimately coming from the company it claims to represent,
but not an actual address at the company so as to tip them off.
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Test 1: Where Did it Really Come From?

Since the “from” and “reply to” addresses can be easily faked, it is important to view
the header information. Every email contains a header that lists each mail server that
it has passed through. Each entry is set apart with the word "Received" with the
top-most entry being the last entry (which should be your mail server.)

IT Services requests that you send the header information to helpdesk@Iltu.edu if you
suspect an email may be fraudulent. Please used these instructions to obtain the
headers, and send them to us for closer examination.

Viewing Headers in LTU Webmail: « Reply
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How to copy and send header information:

Below is a portion of the text from the webpage that opens showing the header of your email.
Please copy and paste the header information into an email and forward it to
helpdesk@ltu.edu.

pelivered-To:
Received: by 2e82:a9d:sf@3:e:@:@:8:@ with SMTP id f3cspozsezsaoti;
Wed, 5 Dec 2018 B8:17:88 -82p@ (PST)
X-Received: by 2082:a2e:8ec8:: with SMTP id e8-vemrl6@985591j1.162.1544826388726;
wed, 85 Dec 2818 ©8:12:8@ -8808 (PST)
X-Received: by 2082:a2e:Bec8:: with SMTP id e8-vemrl6@985@81j1.162.1544826379581;
Wed, B5 Dec 2818 @8:12:59 -280A (PST)
ARC-Seal: i=1; a=rsa-sha256; t=1544025379; cv=none;
d=google.com; s=arc-20160816;
b=upxE4K@1UFrBREVZEIWHPWGUYUTGP, MQ+5nyWmhVE rREIWQPDEdSeeiuLfcI7ESkEN
ImwBKER1INptZml7Bd6EanYZ5oci4Ded TteHvrbgRrSLRCYGMNEKx D] JTrZ IWNGISv]
WIXVtE4jqolule9sTr7ghsHSn+OutdedIot8pkoZinAD2eksSFOULT+ikZkmI96sVHbh
DpoXKhSvFW21Dw) 1gco@ARD X I42Y07105GLEVDGrPLYsawayE2Ptsrihnk+60bASWG
MSURVVxQc LAxF iw+8mmMy TOgCMHLFBafYaXaYhsonQalafppjoRFhyy7pysFKT71nz4
BbeA==
ARC-Message-Signature: i=1; a=rsa-sha2s56; c=relaxed/relaxed; d=google.com; s=arc-208160816;
h=to:subject:message-id:date:from:mime-version:dkim-signature;
bh=zZamvycEvKuxx2PI1vexvIxkdHgqqUEoXH2S1ESjEMaA=;
b=vaawyb/Hxdy faKMNODYIXIRSRbEZITEP16ZUgONgt7W2bnobYKg56 1 higpmos TGuK /S
03pQuZgDfnTtZadLDmy/ réy1x27mdLbIusbXHOVTaLS Tth+0Z Teafvmzoek jueCfvye
2wveyAbSZmgINtHW3elWwliujDaluuZza8pEsCOmt icIdoNNENVGO7XueHa1TNYSMEEROR
@eGXEINVIZKG6]q1it 15547/ raPGEqRASCLAGKEXrnUIuy YR LUHYZ +mq6+REy 1Fewln+ ]
WEtbYeorIpr+0TIWSGEHbIIPASC+YIDMI7 FeOHUSZau2L puZ0aA3 3 TEVNIK2 +CXPHIW2Y
VMW=~
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=fmail.csuchico.edu header.s=google header.b=LHSUpMCm;
spf=pass (google.com: domaln of vrohrerl@mail,csuchico.edu desipgnates 209.85.220.65 as permitted sender) smtp.mallfrom=vrohrerigmall.csuchico.edu;
dmarc=pass (p=REJECT sp=REJECT dis=MOME) header.from=mail.csuchico.edu
Return-Path: <vrehrerlimail.csuchice,edus
Received: from mail-sor-f65.google.com (mail-sor-f65.google.com. [289.85.228.65])
by mx.google.com with SMTPS id p17sor53937091fd.16.2018,12.05,088,12,59
for
(Google Transport Security);
Werl, B5 Dec 2018 ©8:12:59 -@808 (PST)



Test 2: If There’s a Link in the Email, is it Legitamate?

If the phish has a link for you to click on, as most do, you can check to see what the real
link is. When you see a link in an HTML email message, it can be any text the author
desires. How can you tell what the link is? There are two ways.

Hover the mouse over the link to display the real link:

Hold your mouse over the link, in a couple of =T hetna: e s acky
moments the real link address will show. In this ™ “wﬂ.im 3
example it shows near the bottom left of the B B

browser. As you can see, that link is from daily-
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4 Charlens Rlamos

poems.net. 8 Christopher Naeya

#& David Brymgelson
Ask yourself, “Should a message from LTU @ Duborah Praybylo Lawrence Technalagical Un
have link about your email status that leads to ® Gayle Schasf o waleowbnt i
dailypoems.net?” Absolutely not! Conclusion 9 aor i el
Spam! Therefore do not click on the link and oot

& Halao-Ping Moos,

mark the message as Spam
& Jane Mobride

View the Link Properties:

Properties

Internet Explorer:

General

Right click while the mouse pointer is located somewhere S

on the message. Select "Properties" from the context menu

that comes up. A dialog box opens with the link’s informa- :,:I :Z::’:b?"“e’”‘m'w““ ey
tion. In this example, once again, you can see that the link Address:  hips:/igoo gUDAPSA

(URL)

is from dailypoems.net.

Ask yourself, “Should a message from LTU have link about
your email status that leads to dailypoems.net?” Absolutely
not! Conclusion Spam! Therefore do not click on the link

and mark the message as Spam — —




Firefox or Chrome:

Right click while the mouse pointer is located somewhere on the message. Select "Inspect
Element" from the context menu that comes up. An area opens at the bottom of the window with
the link’s information. In this example, once again, you can see that the link is from dailypo-

ems.net.
Ask yourself, “Should a message from LTU have link about your email status that leads to daily-

poems.net?”
Absolutely not! Conclusion Spam! Therefore do not click

P odiv dir="1tr">.</div>
<br>
<br>
Yodiv dir="1tr">
<div>To: Students, faculty, and staff.&nbsp;&nbsp;
</div>
widive
"You have an important Health information from
Lawrence Technological University Center for Wellness
& Recovery. Please&nbsp;"
<a href="https://goo.gl/D4P9d1" target="_blank" data-
saferedirecturl="https://www.google.com/url?q=https:/
/eoo.gl/
DAP9d1&source=gmail&ust=1544291991613800&usg=AFQjCNG4
k8 _rANgQpeY-B29252xNnNBQ2A">Click Here</a> — £0
"&nbsp;to read&nbsp;"
<fdiv>
P <divea</dive
P <divo.</dive
<div»>Please note that authentication is required to
view this secure message</div>
P <diviac/fdive
<div>Lawrence Technological University</div>
<div-Department Of Wellness & Recovery</div>
¥ <divs..c/dive
P cdiviec fdive
<fdiv>
<div class="yjbqo"></div>

<div class="adl">
</div>

... #2 div div div table tr td div div div div div div div div #b6gc div div div #6qgf #6qge div div div div a

So to recap, if the email link doesn’t match what it claims to be, something is amiss and
you shouldn’t follow the link. Mark the message as Spam.



