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Abstract

The increasing complexity of cyberattacks has exposed the limitations of traditional

intrusion detection systems, particularly in handling zero-day threats and minimizing

false alarms. This study proposes a hybrid Intrusion Detection and Prevention System

(IDPS) that integrates Supervised Learning (SL) for fast high-confidence classification

with Deep Reinforcement Learning (DRL) for adaptively handling uncertain cases.

The system is evaluated on two benchmark datasets: UNSW-NB15 and NSL-KDD.

The hybrid model achieved 93.95% accuracy on UNSW-NB15 and 99.45% accuracy on

NSL-KDD, significantly reducing false positives while maintaining balanced precision

and recall. The computational time for model training and inference remained within

practical limits, with end-to-end training completed in approximately 2–5 minutes.

These results demonstrate the system’s potential for scalable, real-time deployment

in dynamic cybersecurity environments.
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Chapter 1

Introduction

Fast development of digital technologies and vast computerization has greatly ex-

panded the scope of potential attacks by adversaries. As the number of cyber threats

are growing in sophistication and number a secure mechanism is needed to protect

the sensitive data and to maintain the integrity of the computing systems. Intrusion

detection and prevention systems (IDPS) is part of an overarching security strat-

egy. These are meant to observe network or the system behaviour fore suspicious or

policy breaches. IDPS can report such activities to administrators and even in cer-

tain configurations be programmed to respond in a proactive mode to stop or reduce

threats [1]. IDPS technologies are generally classified into two: signature-based and

anomaly-based. Signature-based IDPS use patterns that are pre-defined and its sig-

nature list will help detecting suspicious activities with high level of accuracy but

it lacks the ability to detect zero day attacks. The anomaly based IDPS follow and

establish the normal behavioral to detect breaches from this normal behavior, detect

new attack types but suffer from usually higher false positive rates [2]. There has been

a development from IDPS which has also integrated various sophisticated techniques,

such as Machine Learning (ML) and Artificial Intelligence (AI) in order to improve

detection and overcome new generation threats. These innovations are to overcome
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the challenges of the classical IDPS, which are related to accuracy, false positive rate,

and the requirement for real-time response [3].

1.1 Machine Learning in Cybersecurity

The increasing complexity and escalation of cyber threats require the adoption of so-

phisticated cybersecurity technologies. ML as an AI subfield has become a important

tool in cybersecurity because it enables systems to detect, prevent and respond to

cyber incidents more efficiently. ML algorithms can process extensive datasets to find

patterns and irregularities which represent potential security risks. The proactive

strategy enables threat detection that conventional signature-based systems cannot

identify. Unsupervised learning methods can identify unusual patterns within network

traffic which may indicate security breaches or malware attacks [4]. Researchers use

deep learning as a ML technique to address various cybersecurity problems including

spam detection, malware classification, and intrusion detection systems (IDS). These

models are capable of independently extracting features from raw data which boosts

the accuracy and capability of threat detection systems [5]. The integration of ML

into cybersecurity systems makes real-time threat intelligence capabilities which allow

defenses to adapt dynamically to new attack patterns. The ability to adapt to new

security challenges plays a crucial role in defending against zero-day vulnerabilities

and advanced persistent threats (APTs) that manage to evade traditional security

measures [6]. Despite the fact, its potential advantages, the application of ML in

cybersecurity entails specific obstacles. Effective implementation of ML models in

cybersecurity needs ongoing research because data quality issues and adversarial at-

tack vulnerabilities along with model transparency problems persist. The ongoing

maintenance of ML-based security solutions remains a crucial priority [7]. ML deliv-

ers significant advantages to cybersecurity systems by employing intelligent methods

that adapt and scale to detect and defend against emerging threats.
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1.2 Limitations of Traditional IDPS

Traditional IDPS have been instrumental in safeguarding digital infrastructures.

However, with the increasing sophistication of cyber threats, these systems exhibit

several limitations that hinder their effectiveness.

One significant challenge is the high rate of false positives and negatives. Signature-

based IDPS rely on known threat patterns, making them ineffective against obfus-

cated attacks. This limitation often results in genuine threats going undetected while

benign activities trigger alerts, leading to alert fatigue among security personnel [8].

Traditional IDPS struggle with encrypted traffic. As more network communications

adopt encryption, these systems find it challenging to inspect packet contents, thereby

reducing their visibility into potential threats [9]. This blind spot can be exploited by

attackers to bypass security measures. Another concern is the scalability of traditional

IDPS. With the exponential growth of network traffic, these systems face difficulties

in processing and analyzing vast amounts of data in real-time. This limitation can

lead to delays in threat detection and response, compromising the security posture of

organizations [9].

Additionally, the static nature of traditional IDPS makes them ill-equipped to adapt

to the dynamic threat landscape. They often require manual updates and lack the ca-

pability to learn from new attack patterns autonomously, rendering them less effective

against zero-day exploits and advanced persistent threats [8].

In summary, while traditional IDPS have served as foundational security tools, their

limitations necessitate the integration of advanced technologies, such as ML and ar-

tificial intelligence, to enhance threat detection and response capabilities in modern

cybersecurity frameworks.
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1.3 Motivation

The evolving complexity and volume of cyberattacks—such as zero-day exploits and

advanced persistent threats—continue to outpace the capabilities of traditional IDPS.

Signature-based systems are limited to known threats and require frequent manual

updates. Anomaly-based systems, while capable of identifying previously unseen

attacks, often suffer from high false positive rates because uncommon but benign

behaviors may be flagged as malicious [10].

ML methods have been increasingly applied to address these limitations. Super-

vised Learning (SL) algorithms, such as XGBoost, offer efficient classification and

interpretability but are constrained by their reliance on labeled data and lack of

adaptability to evolving threats [4]. Deep Reinforcement Learning (DRL), on the

other hand, learns policies through interaction with an environment and has shown

promise in modeling complex sequential behaviors, particularly in dynamic or adver-

sarial contexts [11]. However, DRL models often require extensive training time, are

computationally intensive, and may suffer from convergence instability.

This research is motivated by the opportunity to combine the strengths of SL and DRL

in a hybrid IDPS framework. The system is designed to perform initial classification

using XGBoost, a gradient-boosted decision tree algorithm known for its robustness

and high accuracy on structured network traffic data. Each prediction is accompanied

by a confidence score, and if this score falls below a predefined threshold, the instance

is routed to a Deep Q-Networks (DQN) agent for further evaluation.

This layered architecture allows the system to process the majority of routine or

clearly identifiable traffic efficiently using the SL model, while leveraging the adaptive

decision-making capabilities of DRL for ambiguous or low-confidence cases. The DQN
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agent is trained to recognize subtle patterns and improve classification decisions on

complex or minority-class attacks that are often misclassified by traditional classifiers.

This selective delegation reduces the computational burden on the DRL component

while enhancing detection performance where SL alone may be insufficient. The

hybrid pipeline, therefore, provides a practical balance between speed, accuracy, and

adaptability—crucial properties for real-time intrusion detection in modern, dynamic

network environments.

1.4 Research Objectives

The primary objective of this research is to investigate whether a hybrid IDPS, com-

bining SL and DRL, can improve detection accuracy and adaptability in dynamic and

heterogeneous network environments. To achieve this, the research aims to:

• Assess the effectiveness of a confidence-aware hybrid architecture in reducing

false positives and improving detection of rare or ambiguous cyberattacks.

• Determine whether confidence-based routing improves classification performance

compared to standalone SL or DRL approaches on benchmark intrusion datasets.

• Evaluate the hybrid model’s ability to generalize across multiple attack types, in-

cluding low-frequency classes such as R2L and U2R, using NSL-KDD and UNSW-

NB15 datasets.

• Analyze the trade-off between detection accuracy and computational efficiency to

assess feasibility for real-time deployment in practical network security scenarios.

These objectives guide the investigation into how hybrid learning techniques can

be systematically applied to enhance the performance, reliability, and scalability of

modern IDPS solutions.
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1.5 Contributions

This thesis presents a novel hybrid IDPS that synergistically combines SL and DRL

techniques to enhance cybersecurity measures. The primary contributions of this

research are as follows:

1. Hybrid SL-DRL Architecture: Development of a two-layer hybrid IDPS archi-

tecture that integrates XGBoost for high-confidence classification and DQN for

adaptive handling of uncertain cases. This architecture aims to leverage the

strengths of both SL and DRL to improve detection accuracy and adaptability.

2. Confidence-Based Thresholding Strategy: Implementation of a static,

confidence-based thresholding strategy to route ambiguous traffic instances from

the SL layer to the DRL layer. This approach enhances the system’s abil-

ity to handle uncertain predictions and improves detection of complex or low-

frequency attack patterns while minimizing false positives.

3. Comprehensive Evaluation: Rigorous evaluation of the proposed hybrid model

on benchmark datasets, namely UNSW-NB15 and NSL-KDD, demonstrating

superior performance in terms of accuracy, precision, recall, and computational

efficiency compared to traditional IDPS models.
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Chapter 2

Related Work

The evolution of IDPS has been extensively studied across multiple domains, from

rule-based designs to advanced data-driven methods. This section outlines the foun-

dational categories of traditional IDS, highlighting their core mechanisms and known

limitations. It then explores the role of ML and DRL in enhancing intrusion detec-

tion, particularly in dynamic and high-dimensional threat environments. Emphasis

is placed on hybrid models that integrate SL and DRL to balance accuracy and

adaptability. Finally, recent contributions from 2020 to 2025 are reviewed, and key

limitations in current approaches are identified to motivate the proposed framework.

2.1 Traditional IDS

Traditional IDS are foundational components in cybersecurity, designed to monitor

and analyze network or system activities to detect malicious behaviors. These systems

are primarily categorized into two types: Signature-based Intrusion Detection Systems

(SIDS) and Anomaly-based Intrusion Detection Systems (AIDS).
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2.1.1 Signature-based Intrusion Detection Systems (SIDS)

SIDS operate by comparing observed activities against a database of known attack

signatures. When a match is found, an alert is generated. This method is highly effec-

tive for identifying known threats with minimal false positives. However, it struggles

to detect novel or obfuscated attacks, as it relies on predefined signatures. The ef-

fectiveness of SIDS is heavily dependent on the quality and comprehensiveness of its

signature database. Poorly designed signatures can lead to increased false alarms,

making the system less practical for deployment [12].

2.1.2 Anomaly-based Intrusion Detection Systems (AIDS)

AIDS establish a baseline of normal behavior and flag deviations from this norm as

potential threats. This approach is advantageous for detecting previously unknown at-

tacks. Nevertheless, it often suffers from high false-positive rates, as benign activities

that deviate from the established norm can be misclassified as malicious. The chal-

lenge lies in accurately defining ‘normal‘ behavior in dynamic network environments.

2.1.3 Limitations of Traditional IDS

While traditional IDS have been instrumental in early threat detection, they face

several limitations:

• Evasion Techniques : Attackers can employ techniques to evade detection, such

as fragmenting malicious payloads or mimicking legitimate traffic patterns.

• Scalability Issues : As network speeds and volumes increase, traditional IDS may

struggle to process and analyze data in real-time.
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• Maintenance Overhead : Regular updates to signature databases are required to

maintain effectiveness, which can be resource-intensive.

To address these challenges, researchers have explored integrating ML techniques into

IDS to enhance their adaptability and accuracy [10].

2.2 ML for Intrusion Detection

The integration of ML into IDS has significantly enhanced the detection of cyber

threats. Unlike traditional systems that rely heavily on static rules or predefined

signatures, ML-based IDS can learn from network traffic patterns and dynamically

adapt to evolving attack strategies.

SL techniques, such as Decision Trees, Support Vector Machines (SVM), and k-

Nearest Neighbors (k-NN), have been widely used for classifying network behaviors

as normal or malicious [13]. These models are trained on labeled datasets and can

achieve high accuracy in recognizing known attack patterns. Unsupervised learn-

ing approaches, such as clustering and anomaly detection algorithms, are utilized

when labeled data is scarce. They aim to detect outliers in network traffic without

prior knowledge of specific attacks, offering an effective means for identifying zero-day

threats.

More recently, ensemble methods like Random Forest and XGBoost have shown im-

proved performance by combining the predictions of multiple base classifiers, increas-

ing both robustness and generalization capability [14]. Despite promising results,

challenges remain. ML models may suffer from overfitting, bias due to imbalanced

datasets, and vulnerabilities to adversarial attacks. Therefore, continuous research

is focused on developing more resilient and interpretable ML-based IDS for practical

deployment in complex network environments.
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2.3 DRL for Adaptive Security

DRL has recently gained attention as a powerful approach for enhancing the adapt-

ability of IDPS. Unlike SL models, which require extensive labeled datasets, DRL

enables agents to learn optimal strategies through interaction with an environment,

receiving feedback via rewards or penalties.

In cybersecurity contexts, RL and DRL-based systems can dynamically adjust detec-

tion policies in response to evolving attack patterns. Agents can be trained to identify

subtle attack behaviors and make decisions that maximize long-term network security

objectives [15]. This capability is particularly useful for defending against zero-day

exploits, adversarial attacks, and other dynamic threats where static detection rules

are insufficient.

One promising development is the application of DRL, which combines RL with DNN

to handle high-dimensional state spaces typically found in complex network traffic

datasets. Recent research demonstrates that DRL-based approaches outperform tra-

ditional ML models in environments characterized by highly dynamic and adversarial

behaviors [16].

However, challenges remain, including ensuring the stability of DRL training, pre-

venting overfitting to specific attack types, and managing exploration-exploitation

trade-offs effectively. Future work continues to focus on making DRL-driven IDPS

more robust, interpretable, and efficient for real-world deployment.
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2.4 Hybrid Models for IDPS

Hybrid IDPS aims to take advantage of the strengths of multiple detection approaches,

such as combining signature-based, anomaly-based, and ML techniques, to improve

overall performance, accuracy, and adaptability in cybersecurity defense mechanisms.

Hybrid models typically integrate a fast and accurate classifier for known threats

(e.g., decision trees, SVMs) with a more adaptive, flexible method such as clustering

or DRL for unknown or evolving threats [17]. This combination allows hybrid IDPS

to achieve lower false positive rates while maintaining high detection coverage across

a wide range of attack types.

Recent work has shown that hybrid deep learning models, such as combining Con-

volutional Neural Networks (CNN) with Recurrent Neural Networks (RNN), can ef-

fectively capture both spatial and temporal features of network traffic for enhanced

intrusion detection [18]. These hybrid deep models are particularly well-suited to

handle complex, high-dimensional datasets like UNSW-NB15 and CICIDS-2017.

Moreover, ensemble hybrid approaches, where multiple classifiers vote or collaborate

to make a final decision, have demonstrated improved robustness and generalization in

intrusion detection tasks [19]. However, the main challenges for hybrid IDPS remain

the increased computational overhead and difficulty in tuning multiple subsystems

simultaneously. The growing adoption of hybrid models underlines their potential

as a promising pathway for developing scalable, adaptive, and accurate intrusion

detection solutions capable of coping with modern dynamic threat environments.
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2.5 State of the Art

2.5.1 Recent Machine Learning Approaches (2020–2025)

In this subsection, we evaluate the performance of DRL models applied to IDS be-

tween 2020 and 2025. Two key datasets are analyzed: NSL-KDD and UNSW-NB15.

The results are summarized in two tables, with Table 2.1 presenting the performance

on the NSL-KDD dataset, and Table 2.2 detailing the performance on the UNSW-

NB15 dataset.

Performance Trends on NSL-KDD Dataset: Table 2.1 presents comparative perfor-

mance metrics of several hybrid and DRL models applied to the NSL-KDD dataset

between 2020 and 2025. The table shows that accuracy scores have climbed progres-

sively, with hybrid methods achieving notable improvements.

LS-SVM, reported in 2025, also displayed impressive performance with 99.3% accu-

racy and 99% across all other metrics. Despite relying on a classical support vector

machine framework, its effectiveness stems from kernel optimization and precise de-

cision boundary calibration. DRL - based methods also performed strongly. DQN

in 2022 achieved 99.36% accuracy and 99.21% F1-score, showing its adaptability in

real-time environments. Similarly, A-DQN (2021) recorded 97.20% accuracy and

97.80% F1-score, benefiting from action selection mechanisms tailored to network

behavior patterns. MAFSID (2022), which uses multiagent RL for feature selection,

reached 99. 10% accuracy and F1 score, illustrating the power of distributed learn-

ing in security contexts. Deep neural models like CNN (2024) and DNN (2021) also

showed competitive results. CNN attained 98.91% accuracy and 91.41% F1-score,

with its spatial feature learning ability aiding detection. However, DNN yielded a
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lower F1-score of 77%, indicating challenges in generalizing across diverse attack cat-

egories. ELSTM-RNN with LPPSO, proposed in 2023, achieved a strong 96.89%

accuracy, though other metrics were not disclosed. Nevertheless, its integration of

long short-term memory with particle swarm optimization signals the ongoing em-

phasis on time-aware learning and dynamic tuning of hyperparameters. In general,

the results in Table 2.1 emphasize the growing effectiveness of hybrid systems in

detecting complex intrusion patterns in the NSL-KDD dataset.

Table 2.1

Comparative Performance of ML and DRL Models on the NSL-KDD
Dataset (2020–2025)

Year Method ACC(%) PR(%) RC(%) F1(%)

2023 ELSTM-RNN with LPPSO [20] 96.89 / / /
2025 LS-SVM [21] 99.3 99 99 99
2021 DNN [22] 94 91 92 77
2024 CNN [23] 98.91 96.75 91.96 91.41
2022 DQN [24] 99.36 99.07 99.36 99.21
2022 MAFSID [25] 99.10 / / 99.10
2021 A-DQN [26] 97.20 96.50 99.10 97.80
2020 DQN [27] 98.71 97.35 98.71 98.30
2020 DON [28] 91.40 92.80 90.20 91.48

2.5.2 Performance on UNSW-NB15 Dataset

Table 2.2 focuses on recent model performance using the UNSW-NB15 dataset, which

is known for its realistic simulation of modern attacks. While the benchmark is more

complex than NSL-KDD due to a broader feature set and attack diversity, recent

hybrid methods have made notable progress. The DQN model from 2020 stands

out with a solid performance, achieving 91.80% accuracy, 93.20% precision, 91.70%

recall, and 92.44% F1-score. These results highlight DQN’s suitability for dynamically

changing threat landscapes and its ability to learn effective policies over time through

reward feedback.
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In 2022, the DRL-RBFNN method reached 82.62% accuracy and similar values for

precision, recall, and F1-score (around 82.5%). By combining DRL with radial ba-

sis function neural networks, the model attempts to generalize better across traffic

patterns, but its performance suggests possible limitations in learning from imbal-

anced data or real-time traffic. Deep SARSA, also from 2022, achieved an accuracy

of 85.09%. Although precision, recall, and F1-score were not specified, the use of

SARSA over Q-learning reflects a shift toward on-policy methods, which can offer

more stable convergence in safety-critical environments. Despite slightly lower accu-

racy metrics compared to NSL-KDD results, these findings in Table 2.2 confirm the

feasibility of applying DRL techniques to more demanding real-world scenarios.

Table 2.2

Deep Reinforcement Learning Model Performance on UNSW-NB15
Dataset (2020–2022)

Year Method ACC(%) PR(%) RC(%) F1(%)

2022 Deep SARSA [24] 85.09 / / /
2022 DRL-RBFNN [29] 82.62 82.40 82.60 82.49
2020 DQN [28] 91.80 93.20 91.70 92.44

2.6 Observed Gaps

Despite significant advancements in ML and hybrid intrusion detection approaches,

several critical gaps remain in the current research landscape:

• Scalability to Large-Scale Networks: Many recent hybrid models are evaluated on

relatively small or curated datasets such as NSL-KDD or CICIDS-2017. Their

ability to handle large-scale, real-world traffic with millions of concurrent flows

remains underexplored [30].

• High Computational Cost: Deep hybrid architectures often require substantial
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computational resources for training and inference, limiting their practical de-

ployment in resource-constrained environments like IoT devices [31].

• Generalization to Unseen Attacks: Although hybrid systems improve detection

rates for known attacks, their performance against zero-day or highly obfuscated

threats is inconsistent. There is a pressing need for methods that better generalize

beyond the training distribution [32].

• Adversarial Robustness: Emerging adversarial attacks designed to fool ML-based

IDS models have revealed vulnerabilities in many hybrid systems, indicating a

lack of robustness against sophisticated evasion tactics.

Addressing these gaps remains essential for the broader adoption of hybrid IDPS

models in real-world cybersecurity infrastructure.
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Chapter 3

Methodology

This section presents the foundational components and technical design of the pro-

posed hybrid IDPS. The architecture is centered on two complementary learning

paradigms: gradient-boosted decision trees (XGBoost) for fast and confident clas-

sification, and DRL (specifically DQN) for adaptive handling of uncertain cases.

Section 3.1 provides an in-depth overview of XGBoost, covering its theoretical ba-

sis, internal mechanics, training workflow, and advantages for structured intrusion

detection datasets. It also explores its integration into hybrid pipelines, discusses

parameter tuning strategies, and highlights implementation challenges. Section 3.2

introduces RL and DQN, outlining its ability to generalize across dynamic security

environments by leveraging policy optimization and state-action representations. Var-

ious improvements and practical applications of DQN in cybersecurity are discussed,

along with architectural refinements. Section 3.3 articulates the rationale behind the

hybrid design, detailing why specific components were chosen and how they align with

the goals of scalability, interpretability, and responsiveness to ambiguous threats.
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3.1 XGBoost Algorithm

Extreme Gradient Boosting (XGBoost) is a highly scalable and efficient ML algo-

rithm widely adopted for classification, regression, and ranking tasks [33]. Designed

to optimize both computational speed and model accuracy, XGBoost utilizes a so-

phisticated ensemble approach that builds multiple decision trees iteratively, with

each new tree correcting errors made by previous ones. Its ability to handle sparse

data, prevent overfitting through regularization, and exploit parallel computation has

made it a popular choice for cybersecurity applications, including IDS [34].

3.1.1 Core Concepts

XGBoost is based on the principle of gradient boosting, where weak learners (typi-

cally shallow decision trees) are trained sequentially. At each iteration, a new tree is

fit to the residuals (errors) of previous trees, aiming to minimize a specified loss func-

tion. This gradual improvement leads to a strong overall model capable of capturing

complex patterns in the data [35].

The objective function of XGBoost is composed of two main components: a loss term

that measures model prediction error and a regularization term that penalizes model

complexity. It is formally defined as:

L(ω) =
∑

i

l(ŷi, yi) +
∑

k

Ω(fk), (3.1)

where:

• L(ω): The overall objective (cost) function to be minimized, parameterized by ω,
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which denotes the set of all model parameters (e.g., split conditions, leaf weights).

• i: Index over the training instances, from 1 to n.

• ŷi: The predicted value for the i-th training instance.

• yi: The ground truth label for the i-th instance.

• l(ŷi, yi): The differentiable convex loss function (e.g., logistic loss or mean squared

error), which quantifies the difference between the predicted value and the actual

label.

• k: Index over the individual trees in the ensemble.

• fk: The k-th decision tree (function) in the model.

• Ω(fk): The regularization term applied to tree fk, defined to penalize model

complexity (e.g., number of leaves or magnitude of leaf weights). It helps control

overfitting by discouraging overly complex trees.

3.1.2 Workflow of XGBoost

The overall workflow of XGBoost is visually illustrated in Figure 3.1. The process

involves the following steps:

1. Data Preparation: Initial data are collected and processed into a format suitable

for training. In cybersecurity applications, features are often extracted from

network traffic or system logs [36].

2. Model Initialization: The algorithm starts with an initial model that could

simply predict the mean of the target variable.
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3. Fitting Weak Learners: A decision tree is fit to the residual errors from the

previous model. These errors are computed by taking the negative gradient of

the loss function.

4. Prediction Residuals: After each tree is trained, it produces predictions on the

training data. The residuals are updated accordingly, reflecting the difference

between actual and predicted labels.

5. Weighted Data Handling: Subsequent trees focus more on the examples that

previous trees misclassified by assigning higher weights to such samples [37].

6. Ensemble Aggregation: Predictions from all the weak learners are aggregated

to make the final decision. For classification tasks, the aggregation typically

involves summing the outputs and applying a threshold.

7. Final Prediction: The ensemble output is then used to predict the class labels

for unseen data.

Figure 3.1: XGBoost Workflow for Ensemble Boosting Decision Trees.
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3.1.3 Advantages of XGBoost in Intrusion Detection

XGBoost offers several benefits particularly suited to the cybersecurity domain:

• Efficiency: Its sparse-aware algorithm and block structure allow for faster com-

putation, crucial when processing large-scale network datasets like UNSW-NB15

or NSL-KDD [38].

• Handling Imbalanced Data: XGBoost effectively handles class imbalance through

scale pos weight hyperparameter tuning, a key challenge in intrusion detection

where attack samples are often rare compared to normal traffic.

• Feature Importance: The algorithm provides feature importance scores, which

help to understand the behavior of the model and identify critical security fea-

tures [39].

3.1.4 XGBoost in Hybrid IDPS Frameworks

In this study, XGBoost serves as the first-layer classifier in the hybrid IDPS architec-

ture. The model initially predicts whether the traffic instance is benign or malicious,

accompanied by a confidence score derived from the prediction probability distri-

bution. High-confidence predictions are accepted immediately, while low-confidence

samples are passed to the second-layer DRL module for refined decision-making.

Such a cascading hybrid design addresses the trade-off between detection speed and

accuracy. XGBoost filters clear-cut cases quickly while deferring uncertain samples

to a more adaptive but slower secondary model [40].
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3.1.5 Hyperparameter Configuration of XGBoost

The performance of the XGBoost classifier is highly sensitive to several hyperparame-

ters. In this study, the following settings were used and fine-tuned based on validation

performance:

• Number of Trees (n estimators = 400): Determines how many boosting rounds

are performed. More trees can improve learning but also increase computation

time.

• Maximum Tree Depth (max depth = 7): Limits the depth of each decision tree

to avoid overfitting and reduce complexity.

• Learning Rate (ε = 0.01): Controls the contribution of each tree in the ensemble.

A smaller value leads to slower but more robust learning.

• Subsample Ratio (subsample = 0.8): Randomly samples 80% of the training data

for each tree to prevent overfitting.

• Column Sampling (colsample bytree = 0.8): Samples 80% of the features for

each tree to reduce inter-tree correlation.

These parameters were selected after empirical evaluation using validation data to

balance between generalization and computation time. The final configuration en-

sured both detection accuracy and training efficiency in large-scale network traffic

classification tasks.

3.1.6 Challenges and Considerations

While XGBoost excels in many domains, it does come with certain challenges that

must be carefully considered in the context of intrusion detection. One major lim-

itation is its memory usage; training XGBoost on very large datasets can consume
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substantial computational resources, particularly memory, due to the ensemble of

numerous decision trees. Additionally, interpretability remains a concern. Although

XGBoost provides feature importance scores, the aggregated decision logic across

hundreds of trees can still be difficult to decipher, making it harder to extract intu-

itive explanations behind specific predictions. Another challenge lies in the model’s

sensitivity to hyperparameter configurations. If hyperparameters are not tuned ap-

propriately, the model may suffer from overfitting or underperformance, especially in

imbalanced or noisy datasets.

Nonetheless, with rigorous cross-validation, proper feature selection, and thoughtful

parameter tuning, XGBoost maintains its status as one of the most effective super-

vised learning methods for cybersecurity tasks. In summary, XGBoost offers a scal-

able, fast, and highly effective foundation for high-confidence classification in hybrid

intrusion detection and prevention system (IDPS) frameworks. Its role in the pro-

posed model capitalizes on these strengths, ensuring both efficiency and robustness

when dealing with complex and evolving threat patterns.

3.2 DRL and DQN

RL has emerged as a foundational framework in ML where agents learn optimal

behaviors through interaction with an environment [41]. Unlike SL, which relies

on explicit labeled data, RL allows the agent to discover strategies by maximizing

cumulative rewards. This approach makes RL especially suitable for cybersecurity

scenarios where attack patterns continuously evolve, and labeled instances of new

threats are scarce.
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3.2.1 Foundations of Reinforcement Learning

In RL, the environment is typically modeled as a Markov Decision Process (MDP)

defined by a tuple (S,A, P,R, ϑ), where S represents the set of states, A the set of

possible actions, P the transition probability matrix, R the reward function, and ϑ

the discount factor [42]. The agent learns a policy ϖ(a|s) that maximizes the expected

cumulative discounted reward:

ϖ→ = argmax
π

E

[

↑
∑

t=0

ϑtR(st, at)

]

, (3.2)

where:

• ϖ: A policy that maps states to actions.

• ϖ→: The optimal policy that maximizes the expected cumulative reward.

• E[]: Expectation over possible state-action trajectories under policy ϖ.

• t: The discrete time step index.

• ϑ ∈ [0, 1]: The discount factor that determines the present value of future re-

wards.

• R(st, at): The immediate reward received after taking action at in state st.

• st: The state of the environment at time step t.

• at: The action taken by the agent at time step t.

A major goal in Reinforcement Learning (RL) is to estimate the optimal action-

value function Q→(s, a), which represents the maximum expected cumulative reward

achievable from state s by taking action a and following the optimal policy thereafter.
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3.2.2 Challenges in Classical Reinforcement Learning

Despite its theoretical appeal, applying classical RL algorithms, such as tabular Q-

learning or State-Action-Reward-State-Action, to real-world cybersecurity problems

is highly challenging. One significant issue is the high dimensionality of the state

space, as intrusion detection systems often rely on hundreds of features to character-

ize network activity. This complexity renders tabular methods impractical, as they

cannot scale efficiently with such large input spaces. Another obstacle is the spar-

sity of rewards, which arises from the fact that malicious activities represent a small

fraction of overall traffic. This imbalance makes it difficult for the agent to receive

frequent and informative feedback during training, slowing down the learning process

and biasing it toward the majority class. Furthermore, when function approximators

like neural networks are introduced to handle complex environments, the learning

process can become unstable. Q-values may oscillate or diverge, particularly when

inappropriate update strategies or network architectures are used [11]. These lim-

itations have motivated the transition toward DQN, which combine RL with the

representational power of deep learning to overcome the shortcomings of traditional

approaches.

3.2.3 Introduction to DQN

DQN, introduced by Mnih et al. [11], combine the representational power of deep

learning with the sequential decision-making capabilities of RL. DQN approximates

the action-value function Q(s, a; ω) using a DNN, where ω represents the network’s

parameters. This formulation allows the agent to estimate the expected cumulative

reward for taking an action a in a given state s, which is essential for making informed

decisions in high-dimensional environments such as network intrusion detection.
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Two critical innovations make DQN effective and stable during training. The first

is the use of experience replay, a mechanism in which the agent’s experiences—each

consisting of a state, action, reward, and next state tuple (s, a, r, s↓)—are stored in a

memory buffer. During training, mini-batches of these experiences are sampled uni-

formly at random to update the network. This process breaks the strong temporal

correlations present in sequential data and promotes more stable and efficient learn-

ing. The second innovation involves the use of target networks. In this technique, the

target Q-value is computed using a target network denoted as Q(s↓, a↓; ω↔). In this ex-

pression, s↓ refers to the next state the agent transitions to after executing an action,

a↓ represents the next action under consideration in that state, and ω↔ corresponds

to the parameters (weights) of the target Q-network. This target network is a peri-

odically updated replica of the main Q-network and is used to compute stable target

values during training. The use of Q(s↓, a↓; ω↔) helps mitigate training instabilities

by decoupling the target calculation from the rapidly fluctuating parameters of the

primary network. The overall training objective is to minimize the difference between

the predicted Q-value and the target value derived from the Bellman equation. The

loss function used to train the network is given by:

L(ω) = E(s,a,r,s→)

[

(

r + ϑmax
a→

Q(s↓, a↓; ω↔)−Q(s, a; ω)
)2
]

, (3.3)

where:

• L(ω): The loss function used to train the Q-network, parameterized by ω.

• E(s,a,r,s→): Expectation over experience tuples (s, a, r, s↓) sampled from the replay

buffer.

• s: Current state.

• a: Action taken in state s.

• r: Reward received after taking action a in state s.
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• s↓: Next state resulting from action a.

• ϑ ∈ [0, 1]: Discount factor for future rewards.

• Q(s, a; ω): The predicted Q-value for state s and action a using the current Q-

network with parameters ω.

• Q(s↓, a↓; ω↔): The target Q-value for the next state s↓ and action a↓, computed

using the target network with fixed parameters ω↔.

• maxa→ Q(s↓, a↓; ω↔): The maximum estimated Q-value over all possible actions a↓

in the next state s↓, representing the best expected future reward.

Here, ϑ denotes the discount factor, balancing immediate and future rewards. By op-

timizing this loss function through stochastic gradient descent, the network learns to

approximate optimal action-value estimates, ultimately enabling it to make effective

decisions even in complex and uncertain environments such as intrusion detection

systems.

3.2.4 DQN Workflow Overview

The workflow of DQN is illustrated in Figure 3.2, which shows the interaction loop

between the agent and the environment in a reinforcement learning setting.

At each time step, the agent observes the current state s from the environment. In

the context of intrusion detection, this state represents a feature vector that encodes

characteristics of a network session, such as protocol type, byte counts, or connection

duration.

The state s is passed into a DNN, which approximates the action-value function

Q(s, a; ω), where ω denotes the network parameters. The network outputs Q-values
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for all possible actions, estimating the expected future reward for taking each action

in the given state.

An action a is selected based on a policy derived from these Q-values, typically using

an ϱ-greedy strategy. This policy balances exploitation (choosing the action with the

highest Q-value) with exploration (selecting a random action with some probability).

In this application, actions correspond to decisions such as classifying traffic as benign

or malicious.

Once the action is taken, the environment transitions to a new next state s↓ and

returns a reward r, which reflects the quality of the action. The transition tuple

(s, a, r, s↓) is stored in a replay memory buffer.

During training, batches of these stored experiences are sampled from memory to

update the network. The DNN is trained to minimize the temporal difference error

between the predicted Q-value and the target Q-value, which is computed using the

Bellman equation and a fixed target network with parameters ω↔.

Through this iterative interaction and training loop, the agent improves its decision-

making policy over time, allowing it to handle ambiguous or previously unseen pat-

terns in the data more effectively.

Figure 3.2: Deep Q-Network Workflow.
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3.2.5 Hyperparameter Configuration of DQN

The DQN model used in this study is configured with a feedforward neural network

consisting of two hidden layers of sizes 512 and 256, respectively. To enhance con-

vergence and reduce overfitting, Leaky ReLU activations are combined with batch

normalization and a dropout rate of 0.3. A small learning rate of ς = 0.0002 is

selected to allow stable updates during training.

To address class imbalance, focal loss is utilized instead of cross-entropy, configured

with parameters ς = 0.9 and ϑ = 2.0, which gives more focus to hard-to-classify

instances. Focal loss modifies the standard cross-entropy loss by down-weighting

easy examples and emphasizing those with low predicted probability. The focal loss

for a multi-class classification problem is defined as:

Lfocal = −ςt(1− pt)
γ log(pt), (3.4)

where pt is the predicted probability for the true class, ςt is a weighting factor for

class imbalance, and ϑ is the focusing parameter that adjusts the rate at which easy

examples are down-weighted.

Training is conducted in mini-batches of 512 samples, balancing gradient stability

with efficiency. The replay memory stores up to 55,000 transitions (s, a, r, s↓), which

are randomly sampled to break temporal correlation and stabilize learning. Addition-

ally, the target network is updated every 700 steps to prevent instability in Q-value

estimation. Gradient clipping is applied with a norm threshold of 1.5 to avoid ex-

ploding gradients. Finally, the DQN is trained for 30 epochs, providing sufficient

interaction to learn effective decision policies without overfitting.

These hyperparameter values are selected based on best practices in DRL literature
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and empirically tuned for optimal classification performance on ambiguous and low-

confidence instances in the NSL-KDD and UNSW-NB15 datasets.

3.2.6 Advantages of DQN in Cybersecurity

Recent research highlights the advantages of DQN in addressing the challenges posed

by dynamic and evolving cybersecurity environments [30, 31]. One key strength of

DQN lies in its adaptability. Unlike static models, DQN learns through continuous

interaction with the environment, allowing it to detect previously unseen threats by

refining its policies over time based on trial-and-error learning. This makes it partic-

ularly useful in settings where threat patterns frequently change. Additionally, DQN

exhibits strong scalability due to its integration with DNN. This capability enables

the model to effectively process high-dimensional feature spaces that are common in

network traffic data, without requiring an exhaustive enumeration of possible states.

Another notable benefit is its ability to refine decision-making in uncertain scenar-

ios. In cases where a SL model yields ambiguous or low-confidence predictions, DQN

can leverage temporal information and state transitions to make more informed and

context-aware decisions. These properties collectively make DQN a compelling com-

ponent in the construction of robust IDPS.

3.2.7 Applications of DQN in IDS

DQN has been increasingly adopted for various tasks within IDS, including network

anomaly detection, malware classification, and automated intrusion response. One

of its primary applications is in real-time anomaly detection, where network traffic

is modeled as sequences of state transitions, allowing the agent to dynamically iden-

tify deviations from normal behavior that may signify malicious activity. Another
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emerging use case is in the deployment of adaptive honeypots, where DQN agents

are used to dynamically adjust deception strategies based on attacker behavior and

policy learning. Furthermore, DQN has been explored for adaptive feature selec-

tion during model training. This enables the system to prioritize and learn from the

most informative features, thereby enhancing generalization performance, especially

in high-dimensional datasets [43]. These applications underscore the growing utility

of DQN in building intelligent, responsive, and efficient security systems.

3.2.8 Design Enhancements for DQN

Given the complexity of cybersecurity environments, several enhancements to the

original DQN architecture have been proposed to improve learning stability and de-

tection performance. One such enhancement is Double DQN, introduced to address

the issue of overestimation bias by decoupling action selection from action evalua-

tion during Q-value updates [44]. Another significant advancement is Dueling DQN,

which improves value estimation by separately modeling the state-value and advan-

tage functions within the neural network architecture [16]. Additionally, Prioritized

Experience Replay has been employed to focus training on the most informative or

surprising transitions by assigning higher sampling probabilities to experiences with

larger temporal-difference errors [45]. These modifications are especially beneficial for

handling rare attack patterns and highly imbalanced data, where traditional uniform

sampling or näıve value estimation may fall short.

3.3 Design Rationale

The design of the proposed hybrid IDPS integrates structured learning and DRL to

leverage the strengths of both paradigms while mitigating their respective limitations.
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This section outlines the motivations, assumptions, and decisions that guided the

architectural and algorithmic choices behind the two-layer system using XGBoost for

initial classification and DQN for adaptive decision refinement.

3.3.1 Motivation for Hybrid Architecture

Modern cybersecurity threats are diverse, rapidly evolving, and often ambiguous. Su-

pervised models such as decision trees, support vector machines, or ensemble learners

like XGBoost perform well when trained on clean, labeled datasets. However, their

performance degrades in the presence of distribution drift, class imbalance, or novel

attack patterns. On the other hand, DRL offers adaptability through learning from

interaction, making it suitable for refining decisions under uncertainty. Combining

both allows the system to use XGBoost for efficient high-confidence classification,

while DQN handles complex or ambiguous instances where confidence is low.

3.3.2 Choice of XGBoost for Layer 1

XGBoost (Extreme Gradient Boosting) was selected as the first-layer classifier due

to its performance in tabular cybersecurity datasets, robustness to noise, and in-

terpretability. It excels in handling high-dimensional data, supports parallel com-

putation, and provides probability scores that facilitate confidence-based routing of

uncertain instances. Additionally, XGBoost’s built-in feature importance evaluation

supports our preprocessing stage by guiding the feature selection process. This con-

tributes to reducing overfitting and computational load.

In preliminary experiments, multiple classifiers were evaluated on the preprocessed

NSL-KDD dataset without using the two-layer hybrid architecture. The classification

results are summarized in Table 3.1.
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Table 3.1

Standalone Classifier Accuracy on NSL-KDD (Preliminary Evaluation)

Model Accuracy (%)

Decision Tree 75.02

Random Forest 78.13

XGBoost 81.10

These results demonstrate that XGBoost offered the best standalone performance

among the tested models. In addition to its accuracy, XGBoost provides calibrated

confidence scores, supports efficient training on high-dimensional structured data,

and enables fast inference—making it an ideal candidate for the first-layer classifier

in the hybrid IDPS pipeline.

3.3.3 Threshold-Based Routing Strategy

A soft decision boundary is established using confidence thresholds derived from XG-

Boost’s prediction probabilities. Instances with confidence exceeding a pre-defined

threshold (e.g., 0.97) are considered reliable and accepted directly. Conversely, sam-

ples falling below this threshold are flagged as uncertain and passed to the second-layer

DQN for deeper analysis. This thresholding mechanism not only improves system in-

terpretability but also optimizes resource usage by limiting the DRL agent’s workload

to complex cases only.
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3.3.4 Motivation for DQN in Layer 2

The DRL component, DQN, serves as the decision refinement agent. RL is advanta-

geous in cybersecurity scenarios where reward signals (correct detections) are sparse,

and decisions must be learned dynamically based on feedback. By employing DQN,

the system generalizes over large state spaces via DNN while optimizing long-term de-

tection accuracy through trial-and-error learning. The DQN is trained on instances

where XGBoost was uncertain or incorrect, allowing it to specialize in difficult or

minority-class samples (e.g., R2L or U2R in NSL-KDD). To justify the use of rein-

forcement learning in the second layer, several standalone RL models were evaluated

on the preprocessed NSL-KDD dataset without the integration of the first-layer XG-

Boost classifier. The classification results are summarized in Table 3.2.

Table 3.2

Standalone RL Model Accuracy on NSL-KDD (Preliminary Evaluation)

Model Accuracy (%)

Q-Learning 75.20

Double DQN 80.13

Deep Q-Learning 84.86

DQN 88.65

Although each of these models underperformed compared to the full hybrid system,

DQN demonstrated the best generalization capability and scalability through deep

function approximation. Its ability to adapt to ambiguous or previously unseen traffic

patterns, especially in cases flagged as uncertain by XGBoost – supports its selection

as the second-layer model for refining low-confidence predictions through policy-based

learning.
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3.3.5 Replay Memory and Target Networks

Incorporating experience replay and target networks within DQN ensures training

stability. Replay memory stores transitions (s, a, r, s↓), where s is the current state

(i.e., the input feature vector of a network traffic instance), a is the action taken

(e.g., allow or block), r is the reward received based on the correctness of the action,

and s↓ is the next state observed after the action. These transitions are sampled

randomly during training to reduce correlation between sequential samples and im-

prove convergence. The target network, updated periodically, provides fixed targets

for Q-value computation to avoid oscillations during learning. These mechanisms are

crucial when learning from highly imbalanced and noisy intrusion data.

3.3.6 Reward Function Design

The reward function in DQN is designed to penalize false negatives more than false

positives, as undetected attacks have higher consequences in real-world settings. For

example, a misclassification of an attack as benign incurs a higher penalty than mis-

classifying a benign request as an attack. This asymmetric reward shaping encourages

the model to become more sensitive to subtle threat patterns, particularly those over-

looked by the first-layer classifier.

3.3.7 Dataset Compatibility

The architecture is designed to be modular and compatible with benchmark intru-

sion detection datasets like NSL-KDD and UNSW-NB15. Both datasets offer labeled

traffic samples with categorical and continuous features, which XGBoost handles

naturally. DQN, in turn, receives normalized state vectors after feature selection,
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ensuring consistency across datasets and experiments. This cross-dataset compatibil-

ity allows comparative evaluations and increases the model’s applicability in varied

cybersecurity contexts.

3.3.8 Scalability and Efficiency

To ensure computational feasibility, especially for real-time or streaming scenarios,

the hybrid system restricts DQN’s workload to a subset of instances. This selective

activation strategy reduces the number of forward passes and backpropagation steps

needed by the RL agent. Additionally, training phases for XGBoost and DQN are

decoupled and executed in parallel pipelines, allowing scalability on multi-core or

GPU-enabled systems.

3.3.9 Data Splitting Configuration for Experiments

For both the NSL-KDD and UNSW-NB15 datasets, two different data splitting strate-

gies were explored. In the first approach, the training and testing subsets provided

by the original datasets were used as-is: KDDTrain+ and KDDTest+ for NSL-KDD,

and the official training and test CSV files for UNSW-NB15. These configurations

represent realistic evaluation settings with no overlap between training and testing

samples. In the second and primary configuration used for the majority of experi-

ments in this thesis, the training and testing sets were merged into a single dataset.

From this combined dataset, 80% of the samples were randomly selected for training

and the remaining 20% for testing. This approach was adopted to provide a more com-

prehensive and balanced distribution of samples during training, which in turn led to

improved performance metrics. All performance tables and analyses throughout this

thesis—unless otherwise stated—are based on this 80/20 mixed-data configuration.
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Chapter 4

Proposed Method

This section presents the architecture and operational workflow of the proposed two-

layer hybrid IDPS. The design integrates a SL model (XGBoost) with a DRL model

(DQN) to achieve both high-confidence detection and adaptive classification. It be-

gins by outlining the entire architecture, detailing how input data progresses through

various stages, from preprocessing and feature selection to the generation of confi-

dence scores and final decision making. XGBoost serves as the first layer, performing

efficient initial classification, while the second layer, based on DQN, is invoked for low-

confidence cases to further refine ambiguous predictions. The section also discusses

thresholding strategies, RFE techniques, and the rationale behind confidence-aware

routing. A detailed analysis of the DQN framework follows, including its state repre-

sentation, action space, reward function, and enhancements such as experience replay

and target networks. Finally, the entire hybrid workflow is summarized in a clear and

interpretable pseudocode format to guide practical implementation.
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4.1 Overview of the Two-Layer Hybrid Architec-

ture

The proposed hybrid IDPS is structured around a two-layer architecture that com-

bines the strengths of SL and DRL. This design aims to achieve fast and confident

classification on routine instances, while adaptively refining decisions on uncertain or

complex cases. An overview of the entire workflow is depicted in Figure 4.1, capturing

the essential stages from data preparation to action execution.

Figure 4.1: Overview of the Two-Layer Hybrid IDPS Architecture.

4.1.1 Data Preparation and Preprocessing

The pipeline begins with collecting, cleaning, and preprocessing the network traf-

fic data. In this stage, features are normalized, categorical attributes are encoded,
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and redundant or irrelevant fields are removed to improve learning efficiency. Bench-

mark datasets such as NSL-KDD [46] and UNSW-NB15 [47] are utilized to ensure

standardization and comparability with prior work.

4.1.2 Feature Extraction

After preprocessing, relevant feature extraction is performed to retain informative

characteristics that support discrimination between normal and malicious traffic. Fea-

ture selection techniques are employed to enhance generalization and reduce compu-

tational complexity, which is critical for ensuring real-time responsiveness in cyber-

security systems.

4.1.3 Supervised Learning Model (First Layer)

The first decision-making layer is powered by the XGBoost algorithm [33]. XGBoost

is chosen for its superior performance on structured datasets, efficient handling of

missing values, and interpretability. The model is trained on labeled traffic data to

predict whether a given instance is benign or malicious. Alongside the prediction,

XGBoost produces a probability confidence score for each decision.

4.1.4 Confidence Score Evaluation

A crucial element of the system is the evaluation of the model’s confidence in its

predictions. If the confidence score exceeds a predefined threshold (e.g., 97%), the

instance is classified based on XGBoost’s decision. Otherwise, instances falling below

the threshold are flagged as uncertain and routed to the second-layer RL agent for

further analysis. This dynamic routing ensures that only challenging cases are handled

by the more computationally intensive RL component, optimizing resource usage.
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4.1.5 Deep Reinforcement Learning Model (Second Layer)

The second layer consists of a DQN agent [11], designed to adaptively refine decisions

on ambiguous instances. The DQN receives the processed features and state represen-

tation of uncertain samples and interacts with a simulated environment to maximize

cumulative detection accuracy. The agent learns through trial and error, thereby

continuously improving its ability to detect sophisticated or novel attack patterns.

4.1.6 Final Decision Making

After processing by either the first-layer or second-layer model, a final decision is made

to either block or allow the network traffic. This decision is derived from the highest

confidence prediction available, ensuring robustness against adversarial or stealthy

attacks.

4.1.7 Action Phase

The system concludes by executing the determined action — either blocking the

malicious traffic or allowing legitimate packets through the network. Alerts and logs

are also generated for administrative analysis and system audit trails.

4.1.8 Design Benefits

This layered approach offers multiple benefits: (1) high efficiency by filtering out

easy decisions quickly, (2) robustness through adaptive learning on difficult cases,

and (3) scalability to large-scale network environments without overwhelming com-

putational resources. Furthermore, by decoupling static SL from dynamic RL, the
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system achieves a balance between detection performance and adaptability, a critical

requirement for modern cybersecurity operations [9, 15].

Overall, the two-layer hybrid architecture represents a synergistic fusion of ML and

DRL paradigms, engineered specifically to meet the demands of evolving and uncer-

tain cyber threat landscapes.

4.2 Preprocessing, Feature Selection, and Thresh-

olding

Effective data preprocessing and feature selection are critical stages for ensuring the

performance, robustness, and generalization of any ML model, particularly in cyber-

security contexts. Given the complexity and high dimensionality of network traffic

datasets like NSL-KDD [46] and UNSW-NB15 [47], careful design of these stages

substantially impacts the success of the IDPS. This section outlines the sequential

workflow applied to preprocess the data, select the most relevant features, and apply

confidence-based thresholding for model routing. The overview of this preprocessing

and feature selection methodology is illustrated in Figure 4.2.

4.2.1 Data Preparation and Preprocessing

Data preprocessing involves several key steps to ensure the quality and effectiveness

of ML models. Label cleaning is performed to correct redundant, inconsistent, or

missing labels, which helps preserve the integrity of class definitions. Features such as

packet sizes, durations, or byte counts are normalized using techniques like Min-Max

scaling or standardization, preventing learning algorithms from being biased toward

features with larger numerical ranges. For datasets such as NSL-KDD, categorical
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Figure 4.2: Preprocessing, Feature Selection, and Thresholding Workflow.

attributes—such as protocol type (e.g., TCP, UDP, ICMP)—are transformed into

numerical representations using one-hot encoding or ordinal encoding. Additionally,

to address class imbalance, particularly in cases where certain attack types have very

few samples, techniques like SMOTE are used for oversampling, or the loss function

is adjusted during training to give more weight to underrepresented classes.

By establishing a clean and standardized input format, preprocessing mitigates noise

and inconsistencies that could otherwise degrade the model’s learning quality.

4.2.2 Recursive Feature Elimination with XGBoost

Once preprocessing is complete, Recursive Feature Elimination (RFE) driven by XG-

Boost [33] is applied to perform feature selection. The motivation behind this choice

lies in the observation that intrusion detection datasets often contain redundant, ir-

relevant, or weakly informative features [48]. Eliminating such features reduces com-

putational overhead and enhances model interpretability. The process, as depicted in

Figure 4.2, unfolds as below.
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1. Training an Initial XGBoost Classifier : A full-featured XGBoost model is

trained using all available features on the preprocessed data.

2. Feature Importance Calculation: XGBoost computes feature importance scores

based on their contribution to decision tree splits, particularly using Gain,

Cover, and Frequency metrics [36]. Gain, which is the default metric, mea-

sures the improvement in the loss function (e.g., log-loss) achieved by a feature

when it is used in a split. The gain for a feature f is calculated as:

Gainf =
∑

t↗Tf

∆Lt, (4.1)

where Tf is the set of all nodes where feature f is used, and ∆Lt is the reduction

in loss at node t. The final importance score is then normalized across all

features:

Importancef =
Gainf

∑K

j=1 Gainj

. (4.2)

3. Ranking Features : All features are ranked according to their calculated impor-

tance scores.

4. Pruning the Least Important Features : The five least important features are

systematically removed.

5. Retraining the Model : The XGBoost model is retrained on the reduced feature

set to reassess feature importances dynamically.

6. Iteration: Steps 2–5 are repeated until only the top 28 features remain, provid-

ing an optimal balance between model performance and feature set compactness.

The RFE approach offers several benefits. First, it enhances generalization by re-

ducing model overfitting through the removal of noisy or irrelevant features. Second,

it improves efficiency, as working with a lower-dimensional feature space speeds up
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both training and inference processes. Lastly, RFE supports better interpretability,

since the features that are retained can be analyzed to gain insights into underlying

cyberattack patterns.

Empirical studies on NSL-KDD and UNSW-NB15 datasets demonstrate that using

only the most important 28 features retains over 95% of the full model’s predictive

power, while halving training times [49, 50].

4.2.3 Feature Selection Strategy Justification

Choosing XGBoost for feature selection aligns with prior works where tree-based

methods demonstrated superior capability in identifying non-linear and high-order

feature interactions in cybersecurity datasets [47]. Moreover, XGBoost’s in-built

handling of missing values and automatic regularization prevents overfitting during

feature ranking.

Alternative methods like Principal Component Analysis or mutual information scores

were considered but discarded, because they either project features into latent space

(losing semantic interpretability) or fail to capture complex feature interactions rele-

vant for attack detection.

4.2.4 Thresholding on Confidence Score

Following feature selection, a trained XGBoost classifier is used to produce proba-

bilistic confidence scores for each prediction. Instead of making hard decisions solely

based on maximum probability, a confidence thresholding mechanism is applied to

balance precision and recall. Thresholding mechanism:

• If the XGBoost classifier predicts a class with confidence above a certain threshold
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(e.g., 97%), the decision is accepted immediately.

• If the confidence falls below the threshold, the instance is flagged as “uncertain”

and forwarded to the second-layer DRL agent for deeper evaluation.

4.2.5 Advantages of the Combined Workflow

The integrated preprocessing, feature selection, and thresholding workflow yields sev-

eral advantages:

• Reduced Model Complexity : Shrinking the feature space to the top 28 features

without compromising detection performance.

• Robustness Against Overfitting : Feature pruning regularizes model complexity,

improving generalization on unseen attacks.

• Improved Threat Adaptability : The thresholding mechanism dynamically routes

hard-to-classify samples for specialized handling.

In summary, the preprocessing and feature selection stage forms the foundation for

the hybrid IDPS architecture. By leveraging XGBoost-driven RFE and intelligent

thresholding, the system is empowered to prioritize both efficiency and detection

effectiveness, preparing the data pipeline for optimal performance across both SL

and DRL layers.
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4.3 First-Layer: XGBoost for Confident Classifi-

cation

The first layer of the proposed hybrid IDPS leverages the power of eXtreme Gradient

Boosting (XGBoost) for high-confidence classification of network traffic data. This

layer is responsible for quickly and accurately classifying most benign and malicious

traffic samples without the need for deeper inspection unless uncertainty is detected.

The objective is to reduce computational load on the DRL layer while preserving

strong generalization and detection performance.

XGBoost is a decision-tree-based ensemble algorithm that uses gradient boosting to

combine the outputs of multiple weak learners (typically shallow trees) into a strong

classifier. It has demonstrated exceptional performance in many structured-data tasks

due to its ability to handle missing data, robustness to outliers, regularization capa-

bilities, and scalability [33].

4.3.1 Workflow Explanation

Figure 4.3 presents the internal workflow of the XGBoost classification and confidence

estimation process used in our hybrid model.

The pipeline demonstrated in Figure 4.3 begins with the input data set containing

the selected set of important characteristics. These features are chosen using RFE,

where XGBoost’s internal feature importance scores guide the selection process, as

detailed in 4.2. Each sample in the dataset is encoded into an input feature vector x,

such as:
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Figure 4.3: XGBoost Inference and Confidence Score Generation Work-
flow.

[dur: 0.23, proto tcp: 1.0, sbytes: 8.6, ct srv src: 2.4,...].

This feature vector is then passed into the trained XGBoost model, which consists

of an ensemble of decision trees. As the input propagates through the model, each

tree independently evaluates the instance. Within each tree, internal nodes perform

binary decisions based on feature thresholds (e.g., whether sbytes > 10), directing the

instance down the tree until it reaches a terminal leaf node. The leaf node returns a

real-valued output, often referred to as a logit or raw prediction.

Once all trees have been traversed, the leaf outputs are aggregated. This aggregation

is achieved via a weighted summation, where each tree contributes a certain portion

to the final score based on its optimization during gradient boosting. The cumulative

output is then passed through a probability transformation layer. In binary classi-

fication settings, a sigmoid function is applied to scale the score into a probability

between 0 and 1. For multi-class scenarios, a softmax function is employed to produce

class-wise probability distributions.
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The resulting value is treated as the model’s confidence score regarding whether

the given network traffic instance is benign or malicious. If this confidence score

surpasses a predetermined threshold φ (for example, φ = 0.88), the classification

decision is accepted immediately. Otherwise, if the model is uncertain (i.e., the score

falls below φ), the sample is deferred to the DRL layer for further evaluation. This

architecture enables the system to make fast decisions when confident, while invoking

deeper reasoning only for ambiguous cases.

4.3.2 Advantages of XGBoost in the First Layer

XGBoost is selected as the first-layer classifier due to several compelling advantages

that align well with the goals of an efficient and reliable intrusion detection system.

One of its primary strengths is its speed and scalability. XGBoost is engineered

to handle large tabular datasets with ease by leveraging optimized data structures

and multi-threaded parallelism, making it suitable for real-time or near-real-time

applications. Furthermore, XGBoost offers a high degree of model interpretability. It

exposes internal feature importance metrics which are instrumental in selecting and

analyzing the most influential input features, thereby facilitating a more transparent

ML workflow.

Another notable advantage is the reliability of its confidence scores. Since XGBoost

outputs probabilistic predictions, these values can be directly interpreted as confi-

dence estimates, which serve a critical role in our two-layer architecture by guiding the

threshold-based routing to DRL. This property makes XGBoost particularly suitable

for systems that rely on dynamic decision paths. In addition, XGBoost demonstrates

robust generalization performance. Through the use of L1 and L2 regularization

techniques, it mitigates the risk of overfitting, ensuring that the model retains its

effectiveness when confronted with unseen attack patterns in the test data. Previous
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studies have validated its consistency and adaptability in network security applica-

tions [38, 40, 51], making it a dependable choice for our hybrid detection system.

4.3.3 Prediction Decision Routing

Once XGBoost produces the confidence score c, the system evaluates whether to trust

the prediction. A dynamic threshold φ is selected during validation (e.g., φ = 0.88)

to balance precision and recall. The decision logic is as follows:

• If c ≥ φ , classify the sample as either ‘normal‘ or ‘malicious‘ based on the label

with the highest probability.

• If c < φ , the sample is routed to the DQN layer for a second opinion.

This confidence-aware routing ensures that the DQN is only engaged on difficult or

ambiguous samples, conserving computational resources while enhancing detection

robustness.

Suppose that an input sample yields p = 0.91 from XGBoost. With φ = 0.88, the

model confidently classifies it as malicious. Conversely, a sample with p = 0.67 would

be routed to DQN. The role of first layer is essential to offload most classification

decisions from the computationally heavier DQN agent. As shown in prior studies,

hybrid models employing XGBoost as a front-end achieve competitive results across

multiple datasets, including NSL-KDD and UNSW-NB15 [36, 52]. By integrating

the confidence-driven gating mechanism, our hybrid IDPS capitalizes on XGBoost’s

strengths for fast, high-certainty predictions while retaining DQN’s adaptivity for

ambiguous or novel threats.
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4.4 Confidence Score

The confidence score plays a crucial role in the decision-making process of the pro-

posed hybrid intrusion detection architecture. Acting as a bridge between the first-

layer supervised model (XGBoost) and the second-layer DRL model (DQN), it quan-

tifies predictive certainty and determines whether a given instance should be accepted

or delegated for further evaluation. When a data instance passes through the XG-

Boost model, it traverses multiple decision trees trained during gradient boosting.

Each tree contributes a numerical output, or logit, representing the model’s internal

estimate. These logits are aggregated through a weighted sum to produce a final

score, which is then passed through a probability transformation function. In binary

classification, a sigmoid function is applied to normalize the output to a range of 0

to 1. For multi-class problems, a softmax function distributes probabilities across

classes.

The confidence score is derived by first calculating the logit, which is the sum of

outputs from all individual decision trees:

logit(x) =
M
∑

m=1

fm(x), (4.3)

where fm(x) is the output of the mth decision tree, and M is the total number of

trees. The logit is then passed through a sigmoid function to yield a confidence score

between 0 and 1:

Confidence Score = ↼(logit(x)) =
1

1 + e↔logit(x)
. (4.4)

Here, e ≈ 2.71828 is Euler’s number. The resulting value represents the model’s

probabilistic certainty about its prediction.
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The resulting probability value is interpreted as the model’s confidence score, rep-

resenting how likely it considers a data instance to belong to a particular class. In

intrusion detection, this reflects how strongly the model believes a given session is

benign or malicious. A value near 1 or 0 indicates high certainty, while values near

0.5 suggest ambiguity. To use this score in the proposed architecture, a threshold

φ is defined. If the confidence exceeds φ (e.g., 0.88), the prediction is accepted and

passed to the action phase. Otherwise, it is forwarded to the DQN layer for further

inspection.

The threshold value of φ = 0.88 was selected based on validation set experiments that

maximized the F1-score, a metric that balances precision and recall. Multiple can-

didate thresholds were evaluated using a precision-recall curve, and 0.88 consistently

provided the best trade-off between true positive rate and false positive control on the

NSL-KDD dataset. This mechanism introduces adaptability, clearly classifiable cases

are efficiently handled by XGBoost, minimizing latency. In contrast, ambiguous cases

are routed to DQN, which can use contextual state information and policy-driven rea-

soning to improve classification. The confidence score thus serves as a decision gate

between fast classification and deeper analysis.

Tuning φ controls the trade-off between performance and accuracy. A higher thresh-

old increases sensitivity, forwarding more cases to DQN, potentially enhancing de-

tection but raising computational cost. A lower threshold prioritizes speed but may

overlook edge cases. Confidence scoring also offers diagnostic insight: low-confidence

predictions across the dataset may signal weak feature representation or insufficient

training data for specific classes. This feedback supports iterative improvements in

feature engineering and reward shaping in the DRL layer.
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4.5 Second-Layer: DRL (DQN) for Adaptive Clas-

sification

The second layer of the proposed hybrid architecture employs a DQN to refine the

classification of uncertain instances that are routed from the first layer due to low

confidence scores. While the XGBoost model is responsible for confidently classifying

the majority of routine traffic, the DQN layer introduces adaptability and learning

flexibility by leveraging the dynamics of DRL. This layer is activated only when the

prediction confidence of XGBoost falls below a predefined threshold, thus optimizing

computational resources while maintaining robust detection accuracy.

DRL is particularly well-suited for environments where the relationship between input

and output is not always deterministic or where continuous adaptation is essential.

In cybersecurity, especially in intrusion detection, new attack vectors and data pat-

terns emerge frequently, necessitating an approach that can adapt over time. The

DQN framework learns a policy that maps states to actions by interacting with the

environment, observing transitions, and optimizing a reward-based objective. This

interaction loop allows the agent to make increasingly refined predictions based on

contextual and temporal information not easily captured by static supervised models.

In the proposed method, the DQN model receives as input a feature vector repre-

senting the network session. This vector includes a selected set of attributes such as

connection duration, protocol types, byte counts, and flag indicators. These features

are encoded as the agent’s state and processed through a DRL that estimates the

Q-values for each possible action. The Q-values represent the expected cumulative

future reward of taking a certain action from a given state and following the current

policy thereafter.
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Figure 4.4 illustrates the end-to-end workflow of the DQN component in the pro-

posed system. Starting from the left, a network session with its selected features is

represented as a numerical vector. This vector becomes the agent’s observable state,

denoted as s, which is input into a DRL to estimate the Q-values associated with

different actions. Based on these values, the agent selects an action a, which is then

executed in the environment. The environment responds by transitioning to a new

state and optionally providing a reward signal. This reward is used to refine the

neural network during training but is not utilized during inference. The result of the

environment interaction informs the final decision about whether the network session

is malicious or benign. The DQN policy thereby learns not only from the current

instance but also from the long-term impact of its actions on classification accuracy.

Figure 4.4: DQN-based Adaptive Classification Pipeline for Uncertain Pre-
dictions.

4.5.1 State Representation

In this model, the state space is defined by the same input feature vector used by

the XGBoost model. However, unlike static classification, the DRL agent interprets

these features within the context of temporal dependencies and potential downstream

consequences of its actions. Each state s is a vector of normalized numeric values that

encode protocol indicators, byte flow statistics, session timing, and flag attributes.

Because DQN operates in a continuous state space, the neural network is capable of

generalizing across similar inputs and learning nuanced distinctions between benign

and malicious patterns. Importantly, the use of the same feature space between the
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SL and DRL layers ensures compatibility and allows smooth transition of uncertain

instances between layers.

4.5.2 Action Space

The action space in this system is discrete and consists of two possible outputs: allow

or block. These actions correspond to the decision of whether the network session

is benign (allow) or malicious (block). In DQN, the policy is derived by selecting

the action with the highest Q-value at each state. During training, exploration is

encouraged through the use of an epsilon-greedy policy, which balances exploration

of new actions and exploitation of the current best-known actions. During inference,

however, the model operates deterministically by choosing the highest-valued action.

4.5.3 Reward Function

The reward function is a critical component in shaping the learning behavior of the

DQN agent. It incentivizes correct classification and penalizes incorrect actions, thus

guiding the agent toward optimal policies. In the training phase, if the agent correctly

classifies an uncertain instance as either benign or malicious, it receives a positive re-

ward (e.g., +1). If it misclassifies the instance, it receives a negative reward (e.g.,

-1). This binary reward function is simple yet effective in stabilizing learning. Addi-

tionally, episodes can be defined for batch processing or sliding windows of network

sessions, allowing the reward to accumulate and represent longer-term performance

metrics such as detection rate and false positive rate.
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4.5.4 Experience Replay and Target Networks

To ensure stable learning, the DQN architecture incorporates two widely-used tech-

niques: experience replay and target networks. Experience replay stores past transi-

tions in a buffer and samples them randomly to break temporal correlations during

training. This technique prevents the agent from overfitting to recent samples and

promotes more general learning. The use of a target network, which is a periodically

updated copy of the Q-network, further stabilizes the learning process by decoupling

the target Q-value computation from the current network’s parameters.

4.5.5 Training and Testing Phases

It is important to note that the reward signal and environment interaction occur only

during the training phase. During testing or deployment, the DQN model simply

infers the best action based on the trained Q-values, without receiving any rewards

or updating parameters. The decision is based solely on the policy learned during

training. In deployment, the DQN operates as a deterministic classifier for uncertain

samples passed from the XGBoost layer.

4.5.6 Model Adaptability and Advantages

The use of DQN in this context provides several strategic advantages. First, it enables

dynamic decision-making, allowing the model to adjust based on observed states

rather than relying solely on fixed thresholds. Second, it can learn complex patterns

of attack behavior through repeated exposure and reward-guided refinement. This is

particularly important in cybersecurity, where threat vectors evolve continuously and

rigid classification boundaries may fail to capture emerging attack strategies. Third,
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by limiting the activation of the DQN layer to only uncertain cases, the system avoids

unnecessary computation and reduces latency for most routine traffic.

Another benefit of this architecture is its support for continual learning. The DQN

agent can be periodically retrained using new labeled data to adapt to changing

network conditions and updated attack signatures. This continuous learning loop

enhances the long-term effectiveness and resilience of the IDS.

4.5.7 Confidence-Aware Decision Integration

The DQN layer plays a specialized role in resolving cases that fall below the confidence

threshold of the XGBoost model. By handling only a fraction of the total traffic, it

conserves computational resources while significantly improving classification preci-

sion in edge cases. The final decision is produced based on the policy output from

the DQN, which is appended to the overall system pipeline and directly influences

whether an instance is blocked or allowed.

In conclusion, the DQN-based second layer of the proposed hybrid architecture

significantly enhances the system’s ability to handle ambiguous or complex in-

stances. Through policy-based refinement, reward-guided learning, and contextual

state awareness, it introduces adaptive intelligence into the decision-making process.

Its integration into the system enables a layered defense strategy that combines the

efficiency of SL with the resilience of DRL, resulting in a robust and intelligent intru-

sion detection framework.
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4.6 Pseudocode

To illustrate the operational logic of the proposed hybrid IDS, this section presents the

pseudocode that governs the sequential decision-making process between the SL and

DRL components. The two-layer architecture is structured such that the XGBoost

classifier first evaluates the input instance and produces both a class prediction and a

corresponding confidence score. Based on the magnitude of this confidence score and

a predefined threshold value φ , the system determines whether the prediction should

be accepted or delegated to the DQN module for further analysis.

The pseudocode in Algorithm 1 begins by iterating over all instances in the test

set, where each instance has been preprocessed and reduced to a fixed-size vector

of selected features. This vector is passed into the trained XGBoost model, which

returns both a label and a probability estimate. The confidence score is compared

against the threshold φ , and if it exceeds this value, the model’s decision is accepted.

Otherwise, the instance is routed to the DQN model, which evaluates the state,

selects an action, and determines the final classification. In this way, the pipeline

intelligently differentiates between high-confidence and ambiguous samples, thereby

improving both the accuracy and efficiency of the overall system. In the second line of

Algorithm 1, the output of the XGBoost prediction function is represented as [yxgb, p].

Here, yxgb refers to the predicted class label for instance x produced by the XGBoost

model, while p represents the corresponding confidence score for that prediction. The

score p typically results from applying a sigmoid or softmax transformation to the

model’s raw logit output and quantifies how confident the model is in assigning the

label yxgb. This confidence score is subsequently compared to a threshold φ to decide

whether to accept the prediction or escalate it to the reinforcement learning layer.
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Algorithm 1 Hybrid XGBoost + DQN Inference Pipeline

Require: Preprocessed test dataset D, trained XGBoost model MXGB, trained DQN

agent ϖθ, confidence threshold φ

1: for each instance x in D do

2: [yxgb, p] ← MXGB.predict(x)

3: if p ≥ φ then

4: y ← yxgb ↽ Accept confident prediction

5: else

6: s ← construct state(x)

7: a ← ϖθ(s) ↽ DRL policy decision

8: y ← map action to label(a)

9: end if

10: Append y to prediction list

11: end for

return All final predicted labels

This pseudocode emphasizes the conditional logic that governs the decision delega-

tion between XGBoost and DQN layers. The threshold-based routing mechanism is

crucial to controlling the balance between speed and accuracy. Moreover, the use of a

state-construction function for DQN ensures that the input format remains consistent

and compatible with the agent’s training. The final decision, whether taken directly

from XGBoost or generated by DQN, is added to the prediction list to be used for

performance evaluation. The design encapsulated in Algorithm 1 represents the core

operational engine of the hybrid detection system, enabling intelligent handling of

uncertainty in network traffic classification.
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Chapter 5

Experimental Setup

This section presents the experimental framework used to develop, train, and evaluate

the proposed two-layer hybrid intrusion detection system. It begins with a description

of the two benchmark datasets used: NSL-KDD and UNSW-NB15, both of which are

widely recognized in the cybersecurity research community for evaluating intrusion

detection models. Detailed attention is given to dataset preparation procedures, in-

cluding label encoding, numerical feature scaling, and the cleaning of irrelevant or

redundant attributes. Feature selection was conducted using recursive elimination

guided by XGBoost’s internal importance metrics to ensure dimensional efficiency

without compromising detection accuracy. The datasets were then split into training

and testing subsets using stratified sampling to preserve class distributions. The train-

ing phase involves supervised learning for the XGBoost model and a reward-driven

RL cycle for DQN, each optimized for performance and generalization. Finally, the

testing phase evaluates the system’s ability to classify unseen data and respond adap-

tively to uncertain predictions. All steps are aligned with reproducible practices and

designed to validate the model’s robustness under diverse network traffic conditions.
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5.1 Datasets

In this research, we employ two benchmark datasets for network intrusion detection:

NSL-KDD and UNSW-NB15. The utilization of multiple datasets strengthens our

evaluation framework and ensures that the proposed two-layer hybrid approach can

generalize across different network environments and attack patterns.

5.1.1 NSL-KDD Dataset

The NSL-KDD dataset was introduced by Tavallaee et al. [46] as an enhanced alter-

native to the widely used KDD Cup 99 dataset. It addresses critical limitations of its

predecessor, particularly the presence of redundant and duplicate records that often

caused ML classifiers to exhibit biased performance. Developed at the University of

New Brunswick, the NSL-KDD dataset comprises a total of 125,973 training records

and 22,544 testing records. Each record includes 41 features along with a class label

that identifies whether the instance is normal or represents a specific type of network

intrusion.

The dataset categorizes attacks into four principal classes. Denial of Service (DoS) at-

tacks aim to disrupt services by overwhelming resources, while Probe attacks attempt

to collect information about the target system in preparation for further exploitation.

User to Root (U2R) attacks involve a user gaining unauthorized access to root-level

privileges, and Remote to Local (R2L) attacks occur when a remote attacker gains

local access to a system, typically through credential theft or exploitation of software

vulnerabilities [52].

The 41 features of NSL-KDD are divided into four conceptual groups. Basic features,

spanning features 1 through 9, are derived from raw TCP/IP connection statistics
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and include attributes such as protocol type, service, and connection status. Con-

tent features, from features 10 to 22, are drawn from packet payloads and capture

domain-specific indicators of network intrusions. Time-based traffic features, ranging

from feature 23 to 31, compute statistical patterns within a two-second time win-

dow, thereby capturing short-term temporal dynamics of network activity. Finally,

host-based traffic features, from feature 32 to 41, analyze statistical behavior over a

window of 100 connections, emphasizing host-level interactions and long-term usage

patterns.

Moreover, numerical features are normalized to ensure that all input variables con-

tribute proportionally during model training. This preprocessing pipeline, as sup-

ported by previous studies such as Ingre and Yadav [49], enhances the effectiveness

of learning algorithms and ensures compatibility with both tree-based and neural

network-based classifiers.

5.1.2 UNSW-NB15 Dataset

The UNSW-NB15 dataset, created by the Australian Centre for Cyber Security in

2015, represents a more contemporary network environment with modern attack pat-

terns [47]. It contains 257,673 records, each characterized by 49 features including

the class label. This dataset was generated using the IXIA PerfectStorm tool to

create a hybrid of real modern normal activities and synthetic contemporary attack

behaviors. UNSW-NB15 classifies attacks into nine categories: Fuzzers, Analysis,

Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode, and Worms. This

expanded taxonomy offers a more diverse range of attack vectors compared to NSL-

KDD. The feature space is organized into:
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• Flow Features: Attributes derived from packet headers and connection establish-

ment.

• Basic Features: Information extracted directly from packet headers.

• Content Features: Data extracted from packet payload.

• Time Features: Temporal statistics of packet arrivals.

• Additional Generated Features: Derived attributes that capture complex rela-

tionships.

Preprocessing UNSW-NB15 requires handling both binary and nominal categorical

features (proto, service, state) and normalizing numerical features to prevent bias

from features with larger ranges.

5.1.3 Comparative Analysis and Relevance to DRL-based

IDPS

NSL-KDD and UNSW-NB15 differ significantly in their feature composition and at-

tack representation. While NSL-KDD focuses on traditional network attacks with

a well-established feature set, UNSW-NB15 encompasses modern attack vectors and

network behaviors with an expanded feature space. The former has been extensively

studied and provides a baseline for comparison, while the latter presents more re-

alistic network traffic patterns reflective of contemporary cyber threats [50]. These

datasets are particularly suitable for DRL-based intrusion detection for several rea-

sons. First, their multi-dimensional feature spaces provide rich state representations

for the DRL agent to learn from. Second, the diverse attack patterns enable the agent

to develop robust detection capabilities across various threat scenarios. Third, the

clear distinction between normal and anomalous behaviors facilitates the formulation

of meaningful reward functions that guide the learning process [15]. However, both
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datasets present challenges for DRL implementation. The high-dimensional feature

spaces necessitate effective dimensionality reduction techniques to optimize computa-

tional efficiency. Additionally, class imbalance—particularly pronounced in the rare

attack categories like U2R in NSL-KDD—requires careful consideration in the reward

structure to prevent the agent from developing biased policies. Our methodology ad-

dresses these challenges through feature selection algorithms and balanced sampling

techniques integrated into the DRL framework.

5.2 Dataset Preparation

Effective dataset preparation is a fundamental prerequisite for training robust IDPS.

In this work, we employ two benchmark datasets: NSL-KDD and UNSW-NB15. Both

datasets are widely used in cybersecurity research and provide labeled instances of

network traffic, allowing SL and RL models to be trained in a controlled environment.

This section details the rationale for selecting these datasets, the characteristics of

each dataset, and the preprocessing techniques employed to prepare them for ingestion

by the XGBoost and DQN components.

5.2.1 Data Acquisition and Initial Formatting

Raw datasets were downloaded from their official repositories in CSV format. The

NSL-KDD data includes the training set (KDDTrain+) and testing set (KDDTest+),

both of which contain pre-labeled examples. Similarly, UNSW-NB15 comprises a full

dataset split into training and testing partitions. Upon loading the data into memory

using pandas, categorical features were identified for encoding, and numerical features

were analyzed for scale consistency and missing values. For NSL-KDD, we retained

all 41 input features, excluding the class and attack type labels. For UNSW-NB15,
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49 features were initially loaded, with derived attributes (e.g., attack cat) used for

multi-class classification. Redundant identifiers and timestamps were removed from

both datasets to avoid leakage and overfitting.

5.2.2 Label Normalization and Encoding

All classification tasks were performed under both binary and multi-class configura-

tions. In binary mode, all attack types were grouped under the “malicious” class (label

1), while normal traffic was labeled as benign (label 0). In multi-class mode, NSL-

KDD’s 22 attack labels were consolidated into four broader attack categories (DoS,

Probe, R2L, U2R) based on domain knowledge [48], while UNSW-NB15 used its orig-

inal nine attack families. Categorical features such as protocol type, service, and

flag in NSL-KDD, and similar protocol attributes in UNSW-NB15, were one-hot en-

coded to transform them into binary vectors, ensuring compatibility with tree-based

models like XGBoost. Label encoding was used for supervised training labels, while

RL policies were initialized with the multi-class attack categories.

5.2.3 Numerical Feature Scaling and Cleaning

Despite XGBoost’s resilience to unscaled data, standardization improved convergence

speed and interpretability in downstream analysis. Numerical features were normal-

ized using Min-Max scaling, mapping values to the [0, 1] range. Outlier filtering

was also applied using z-score filtering to cap extreme values which could distort the

learning process. Missing values were handled through dataset-specific logic. NSL-

KDD contains no missing entries, but in UNSW-NB15, null values in features such as

sbytes and dbytes were imputed using median values of the respective class. After

cleaning, both datasets were validated for schema consistency.
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5.2.4 Balancing and Splitting Strategy

Both datasets suffer from class imbalance—particularly the R2L and U2R classes in

NSL-KDD and the Shellcode and Worm classes in UNSW-NB15. To mitigate this,

we applied the Synthetic Minority Oversampling Technique (SMOTE) only on the

training sets. The validation and test sets remained untouched to preserve evaluation

fairness. Training, validation, and testing splits were handled as follows:

• NSL-KDD: We used KDDTrain+ as training data (80%) and validation data

(20%). KDDTest+ served as the separate test set.

• UNSW-NB15: A random 80/20 split was applied to the training data for training

and validation, while the original test set was reserved for final evaluation.

5.2.5 Feature Selection Pipeline

To reduce dimensionality and eliminate redundant signals, RFE was applied using

XGBoost’s built-in gain-based feature importance. The RFE procedure iteratively

trained XGBoost on the current feature set, ranked all features by importance, re-

moved the five least informative features, and retrained until only the top 28 features

remained. This allowed us to maximize performance while reducing computational

overhead for both layers of the hybrid IDPS. A full visualization of this selection

process is illustrated in Figure 4.2.
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5.2.6 Dataset Compatibility with Hybrid Pipeline

Following preprocessing, both datasets were formatted into NumPy arrays compatible

with Scikit-learn and PyTorch data loaders. The final data format ensured compat-

ibility across both the XGBoost classifier and the DQN agent. Labels were stored

in parallel arrays for supervised training, and the full feature vector was retained

for state construction in the RL environment. To ensure consistency, the same nor-

malization and encoding pipeline was used during inference, maintaining alignment

between training and deployment phases.

5.2.7 Discussion and Justification

The choice to combine NSL-KDD and UNSW-NB15 was motivated by the need to

strike a balance between interpretability and modern threat diversity. NSL-KDD

enables controlled experimentation on a well-understood dataset with known limita-

tions, while UNSW-NB15 introduces real-world traffic complexity and more recent

attack vectors. Using both datasets in tandem facilitates rigorous benchmarking and

improves generalizability of the proposed hybrid IDPS model.

In summary, the dataset preparation pipeline ensures that both NSL-KDD and

UNSW-NB15 datasets are transformed into clean, balanced, and feature-optimized

matrices ready for training. This preparation is crucial to enabling the XGBoost layer

to perform confident classification and the DRL layer to learn effective policies over

time. The preprocessing steps also serve to eliminate noise, enhance signal strength,

and reduce computational complexity across the entire detection pipeline.
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5.3 Training Phase Explanation

The training phase is executed in two stages corresponding to the two-layer architec-

ture of the hybrid system. In the first stage, the selected and preprocessed training

data is used to fit an XGBoost classifier. This model is trained in a supervised fashion

to learn the mapping between feature vectors and their corresponding class labels.

The objective function is set to softmax cross-entropy for multi-class classification,

and the model is optimized using gradient boosting with a predefined number of

estimators and learning rate. During training, the classifier assigns weight updates

to decision trees based on the residual errors of previous trees, effectively forming a

strong ensemble from weak learners.

The XGBoost model also outputs a probability distribution over the five possible

classes for each training instance. This output is interpreted not only for classifica-

tion but also to generate confidence scores. The threshold for high-confidence clas-

sification is tuned based on validation performance, typically between 0.85 and 0.90.

Predictions with confidence below this threshold are flagged for further evaluation.

The DQN is trained using a reward-driven policy derived from the classification per-

formance. The input state vector to the DQN consists of the same features used in

XGBoost, along with supplementary meta-features such as the XGBoost predicted

class, its probability, and class entropy. This enriched input allows the DRL agent

to explore decision boundaries and refine actions, especially for rare or ambiguous

instances. Actions in the DQN correspond to possible reclassifications into the five

predefined categories. A replay buffer stores experiences in the form of (state, action,

reward, next state) tuples, which are sampled in batches to update the Q-network

through backpropagation. The target Q-values are computed using a separate target

network and temporal difference learning. The reward signal is shaped to penalize
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false negatives and reward correct classifications, particularly emphasizing U2R and

R2L classes. Training continues until the Q-network converges, as measured by stable

average Q-values and diminishing temporal difference errors.

5.4 Testing Phase Explanation

The testing phase mirrors the training pipeline, with a focus on evaluating generaliza-

tion and end-to-end system performance. Each instance from the test dataset is first

passed through the XGBoost classifier, which generates both a predicted class and a

confidence score. If the confidence exceeds the predefined threshold, the prediction is

accepted as final. Otherwise, the instance is forwarded to the DQN layer for further

evaluation.

In the DQN layer, the instance is encoded into the full state representation including

the original feature vector and XGBoost metadata. The trained Q-network evaluates

the expected reward of each possible action (i.e., class assignment), and the action

with the highest Q-value is selected as the final classification. This decision is logged

for performance metrics computation. The output from each layer is used to construct

a confusion matrix, precision, recall, and F1-score for each attack class. Special em-

phasis is placed on evaluating the ability of the DQN layer to improve performance

on low-confidence and low-frequency classes. The hybrid system’s performance is

benchmarked against standalone XGBoost, standalone DQN, and traditional ensem-

ble baselines. Execution time, memory usage, and model latency are also measured

to confirm the model’s suitability for real-time deployment in security systems.

Overall, the structured flow of data from preparation through two-stage evaluation

allows the proposed system to combine fast inference with adaptive decision-making,

addressing both the detection accuracy and robustness challenges in modern IDS.
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Chapter 6

Results

This section presents the empirical evaluation of the proposed hybrid intrusion de-

tection and prevention system across two widely adopted benchmark datasets: NSL-

KDD and UNSW-NB15. The performance of the system is assessed using standard

classification metrics, including accuracy, precision, recall, and F1-score, to provide

a comprehensive understanding of both detection capability and false positive man-

agement. Evaluation begins with a discussion of these metrics and their relevance

to cybersecurity applications, particularly in handling imbalanced classes and min-

imizing misclassification of rare attacks. The results on the NSL-KDD dataset are

analyzed to highlight the effectiveness of the model in identifying common and com-

plex attack types. Similarly, results on the UNSW-NB15 dataset demonstrate the

model’s ability to generalize across modern network traffic patterns with high fi-

delity. Comparisons are made against recent hybrid and deep learning approaches

published between 2020 and 2025 to contextualize the improvements achieved. The

results validate that the proposed model maintains a strong balance between accu-

racy and adaptability, especially in scenarios involving ambiguous or low-confidence

predictions. Overall, this section substantiates the model’s practical utility and ad-

vancement over baseline methods in the intrusion detection domain.
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6.1 Evaluation Metrics

To assess the performance of the proposed hybrid IDPS, a range of evaluation metrics

are employed. These metrics provide insights into various aspects of the system’s

detection capability, including accuracy, reliability, robustness to class imbalance,

and the system’s overall ability to distinguish between normal and malicious traffic.

The classification results are evaluated using the confusion matrix, which comprises

the following terms: True Positives (TP), True Negatives (TN), False Positives (FP),

and False Negatives (FN). Based on these quantities, multiple performance indicators

can be computed.

Accuracy is one of the most fundamental metrics, representing the ratio of correctly

predicted instances (both positive and negative) to the total number of instances. It

is defined as:

Accuracy =
TP + TN

TP + TN + FP + FN
. (6.1)

While accuracy provides a general measure of performance, it may not reflect the

system’s effectiveness in detecting rare malicious events. For this reason, precision,

recall, and F1-score are also considered.

Precision quantifies the proportion of positive identifications that were actually cor-

rect. It evaluates the system’s ability to avoid false alarms and is expressed as:

Precision =
TP

TP + FP
. (6.2)
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Recall, also referred to as the true positive rate or sensitivity, measures the proportion

of actual positive cases that were correctly identified. It is particularly crucial for

assessing the system’s ability to detect intrusions and is computed as:

Recall =
TP

TP + FN
. (6.3)

The F1-score provides a harmonic mean of precision and recall, offering a single score

that balances the trade-off between them. It is especially useful in scenarios where

an imbalance exists between the classes:

F1-Score = 2 ·
Precision · Recall

Precision + Recall
. (6.4)

In addition to these core metrics, the Balanced Accuracy Score is used to account for

data imbalance by averaging the recall for each class:

Balanced Accuracy =
1

2

(

TP

TP + FN
+

TN

TN + FP

)

. (6.5)

For multi-class classification tasks (as performed in the extended evaluation with

attack-type labels), the system is evaluated using macro-averaged metrics. These

metrics treat all classes equally by computing the unweighted mean of the metric

across all classes. These metrics collectively enable a robust evaluation of the hybrid

IDPS, providing a comprehensive picture of its ability to detect and prevent intrusions

under both balanced and imbalanced conditions.
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6.2 Performance on NSL-KDD

The NSL-KDD dataset serves as a widely used benchmark in intrusion detection

research due to its well-defined structure and balanced difficulty level. To evaluate

the efficacy of the proposed hybrid model combining XGBoost with DQN, a com-

prehensive comparative analysis was performed against several recent state-of-the-art

methods published between 2020 and 2025. These include deep learning approaches

such as DNN and CNN, classical ML techniques like LS-SVM, and RL-based systems

such as DQN, A-DQN, and IGWO-SoE.

The performance of each method was assessed using standard classification metrics:

accuracy (ACC), precision (PR), recall (RC), and F1-score (F1). These metrics offer

a holistic view of model behavior in both detection capability and error tolerance,

especially in imbalanced classification settings. The comparative results are presented

in Table 6.1.

Table 6.1

Comparative Performance of Recent ML and RL Models on the NSL-KDD
Dataset

Year Method ACC(%) PR(%) RC(%) F1(%)

2023 IGWO-SoE [53] 99.60 99.55 99.66 99.60
2023 ELSTM-RNN with LPPSO [20] 96.89 / / /
2025 LS-SVM [21] 99.3 99 99 99
2021 DNN [22] 94 91 92 77
2024 CNN [23] 98.91 96.75 91.96 91.41
2022 DQN [24] 99.36 99.07 99.36 99.21
2022 MAFSID [25] 99.10 / / 99.10
2021 A-DQN [26] 97.20 96.50 99.10 97.80
2020 DQN [27] 98.71 97.35 98.71 98.30
2020 DON [28] 91.40 92.80 90.20 91.48
2025 Proposed XGBoost+DQN 99.45 99.45 99.45 99.45

As evident from Table 6.1, the proposed hybrid approach achieves an accuracy of
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99.45%, along with balanced precision, recall, and F1-score values, all matching

99.45%. These results place the method among the top performers, slightly behind

IGWO-SoE and LS-SVM, yet outperforming several other deep and RL models. In

contrast to MAFSID and ELSTM-RNN with LPPSO, which lack reported precision

and recall, the proposed model offers a fully transparent evaluation profile, enabling

reliable and reproducible comparisons.

The model’s advantage lies not only in its high scores across all metrics but also in its

consistent performance. Unlike methods such as DNN, which show relatively lower

F1-scores due to imbalance in recall and precision, the proposed hybrid system main-

tains symmetry across these metrics. This is attributed to the effective collaboration

between the XGBoost component for routine classification and the DQN layer for

ambiguous cases, facilitated through a confidence-based threshold mechanism.

These findings demonstrate that the hybrid design succeeds in leveraging the precision

of SL and the adaptive decision-making capabilities of RL. The use of a confidence

score threshold minimizes over-reliance on either model, ensuring efficient and accu-

rate classification in both typical and borderline scenarios.

The high recall value of 99.45% also confirms the system’s robustness in detecting

true intrusions, which is essential in real-world network security where missed attacks

can have significant consequences. Moreover, the equally high precision reduces the

rate of false alarms, minimizing disruption to benign network activity.

To further understand the model’s behavior, the confusion matrix in Figure 6.1 il-

lustrates the distribution of predictions across true and predicted classes. Out of

all normal traffic instances, 15,281 were correctly classified (True Negatives), while

only 130 were incorrectly flagged as attacks (False Positives), resulting in a false pos-

itive rate of just 0.4%. For attack instances, 14,210 were accurately detected (True
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Figure 6.1: Confusion Matrix of the Proposed Method on NSL-KDD
Dataset

Positives), and only 83 were misclassified as benign (False Negatives), representing a

remarkably low false negative rate of 0.3%. These results reflect the hybrid model’s

ability to maintain both high sensitivity and specificity, ensuring that malicious ac-

tivities are reliably identified without excessively flagging benign traffic. The low

misclassification rates, coupled with the strong class balance in the dataset, reinforce

the robustness and practical viability of the proposed detection framework.

To evaluate the influence of data partitioning strategies, two experiments were con-

ducted. In the first configuration, training was performed on the KDDTrain+ file

from the NSL-KDD dataset, while testing was conducted on the non-overlapping

KDDTest+ file, resulting in an accuracy of 87.65%. This reflects the model’s perfor-

mance under a realistic deployment scenario where training and test data originate

from different time windows. In contrast, the second setup involved merging the

full NSL-KDD dataset and randomly splitting it into 80% for training and 20% for

testing. This mixed-data configuration yielded higher accuracy (e.g., 99.45%), likely

due to overlap in the data distribution. Although the latter helps assess model ca-

pacity, the former provides a more conservative and deployment-relevant evaluation.

These findings underscore the importance of test set selection and confirm that the

proposed hybrid model maintains strong performance even under stricter, real-world

conditions.
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In conclusion, the proposed XGBoost+DQN framework exhibits a well-balanced

trade-off between detection accuracy and model confidence. The results validate its

potential as an effective and reliable hybrid intrusion detection model for deployment

in dynamic cybersecurity environments.

6.3 Performance on UNSW-NB15

The UNSW-NB15 dataset provides a modern and comprehensive benchmark for eval-

uating network intrusion detection models across a diverse set of attack vectors. It

contains a wide variety of features, including both flow-based and content-based at-

tributes, making it ideal for testing the generalizability and adaptability of ML and

DRL approaches. The proposed hybrid XGBoost+DQN method was tested on this

dataset to assess its robustness in handling more complex traffic patterns beyond

those present in NSL-KDD.

Table 6.2

Comparative Performance of ML and DRL Models on the UNSW-NB15
Dataset

Year Method ACC(%) PR(%) RC(%) F1(%)

2022 Deep SARSA [24] 85.09 / / /
2022 DRL-RBFNN [29] 82.62 82.40 82.60 82.49
2020 DQN [28] 91.80 93.20 91.70 92.44
2025 Proposed XGBoost+DQN 93.95 92.90 94.56 93.58

Table 6.2 presents a comparative summary of model performances on the UNSW-

NB15 dataset, including previously published results and the outcomes obtained by

our proposed approach. Earlier methods, such as Deep SARSA and DRL-RBFNN,

offered modest detection capabilities, with Deep SARSA achieving an accuracy of

85.09% and DRL-RBFNN reaching 82.62% accuracy with relatively balanced preci-

sion and recall. These methods, while representative of early RL efforts, struggled
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with overfitting and generalization across the multiple attack categories of the dataset.

DQN, a more recent and popular choice, demonstrated improved performance with an

accuracy of 91.80%, precision of 93.20%, recall of 91.70%, and an F1-score of 92.44%,

highlighting the potential of deep Q-learning in handling dynamic and imbalanced

security data.

The proposed XGBoost+DQN hybrid model yielded a significant improvement over

existing methods by achieving 93.95% accuracy, 92.90% precision, 94.56% recall, and

an F1-score of 93.58%. These metrics were derived from the validation split of the

UNSW-NB15 test set, maintaining consistency with prior evaluations. The boost in

performance can be attributed to the model’s two-layer design: the XGBoost layer

efficiently classifies high-confidence predictions, while the DQN module adaptively

learns from uncertain or edge-case predictions. The hybrid system’s confidence-based

routing mechanism ensures that low-certainty samples are passed to the reinforcement

layer, which then selects context-aware actions based on a dynamic policy.

In terms of computational efficiency, the training time of the DQN component was

approximately 3.2 seconds per episode over 40 training epochs. The XGBoost training

phase, including RFE feature selection, completed in under 9 seconds on the entire

training dataset. Inference time per test instance remained under 0.5 milliseconds

due to the modular architecture and parallel tree traversal in XGBoost. This low

latency is critical for deployment in real-time security systems, particularly in cloud

and IoT environments where prompt response is essential.

To visually assess classification behavior on the UNSW-NB15 dataset, the confusion

matrix in Figure 6.2 provides detailed insight into prediction distributions. Among

benign traffic, 17,993 samples were correctly classified as normal (True Negatives),

while 607 were incorrectly flagged as attacks (False Positives), resulting in a manage-

able false positive rate of 1.2%. On the other hand, the model correctly identified
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Figure 6.2: Confusion Matrix of the Proposed Method on UNSW-NB15
Dataset

30,407 attack instances (True Positives), but misclassified 2,528 as benign (False Neg-

atives), yielding a false negative rate of 4.9%. While this performance demonstrates

strong detection capabilities, especially in distinguishing attacks, the slightly higher

false negative rate compared to NSL-KDD reflects the more diverse and complex na-

ture of threats in UNSW-NB15. These results affirm the model’s adaptability but

also emphasize the need for future refinements in RL-driven handling of borderline

or ambiguous patterns under highly imbalanced class conditions.

To explore the effect of data partitioning, two experimental configurations were eval-

uated on the UNSW-NB15 dataset. In the first, the model was trained solely on

the original training split and evaluated on the designated testing subset, achieving

a solid accuracy of 91.26%. This setup aligns with a realistic deployment scenario,

where models are tested on temporally or structurally distinct data. In the second

configuration, the training and testing files were merged into a unified dataset and

randomly split into 80% training and 20% testing sets. This mixed-data approach

resulted in higher accuracy (e.g., 93.95%) due to overlap in data characteristics across

splits. While the mixed configuration offers insights into model capacity and stabil-

ity, the separate-split experiment provides a more stringent test of generalizability.

These comparisons highlight the hybrid model’s robustness across varying evaluation

scenarios and emphasize its strong performance even when facing previously unseen
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or structurally different traffic.

Overall, the results in Table 6.2 affirm the advantage of the hybrid XGBoost+DQN

strategy over traditional and standalone RL-based methods. By dynamically lever-

aging confidence scores and RL policies, the proposed model balances detection accu-

racy with computational efficiency, making it well-suited for practical IDS operating

in evolving and uncertain network environments.
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Chapter 7

Discussion

The proposed hybrid architecture provides a well-balanced framework that addresses

a number of limitations observed in standalone intrusion detection systems (IDS) by

merging a SL model with a DRL model. One of its outstanding features is its ability

to make adaptive decisions. It can dynamically choose whether a given instance

should be accepted or sent up to the RL agent for further examination based on the

system’s estimated likelihood that the instance is an attack. It uses the confidence

score derived from the XGBoost classifier to make this selection.

Another strength of the hybrid design is its ability to manage ambiguity and uncer-

tainty in classification. XGBoost, being a robust and interpretable model, performs

well on highly separable data and offers fast inference for most benign or clearly ma-

licious samples. However, in real-world environments where network behavior may

deviate from the training distribution or where attack patterns are novel, relying

solely on a fixed supervised model can lead to misclassification. The integration of

a RL agent addresses this issue by learning from context and state transitions. The

DQN agent observes states constructed from input features and takes actions based on

a learned policy that maximizes long-term rewards. This ability to refine ambiguous
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decisions makes the system more resilient to concept drift and zero-day attacks.

Moreover, the use of a confidence threshold as a routing mechanism introduces an

effective form of control between speed and reliability. When the confidence score is

high, the system executes immediate decisions, ensuring minimal latency. In contrast,

when the confidence falls below the threshold, the DQN layer activates, enabling

the model to make more informed decisions by exploring temporal and statistical

dependencies in the input. This architecture naturally adapts to varying levels of

difficulty in detection tasks without incurring unnecessary costs.

The hybrid approach also benefits from enhanced generalization. Feature selection

through recursive elimination using XGBoost ensures that only the most relevant

features are retained, which improves learning efficiency and reduces overfitting. Ad-

ditionally, the ensemble nature of XGBoost and the iterative learning behavior of

DQN complement each other in handling imbalanced datasets and rare class occur-

rences. In scenarios where traditional classifiers might exhibit bias toward dominant

classes, the DRL agent compensates by exploring minority class behaviors during its

training episodes.

Importantly, the modular nature of the hybrid pipeline promotes interpretability and

maintainability. XGBoost offers insights into feature importance and decision rules,

while the RL component can be analyzed through policy visualizations and reward sig-

nals. This transparency is essential for practical deployment in cybersecurity settings,

where system administrators require visibility into decision logic and traceability of

alerts.

Overall, the hybrid model presents a compelling solution that integrates the speed and

precision of SL with the adaptability and learning capability of reinforcement strate-

gies. This synergy leads to improved robustness, better generalization across datasets

79



such as NSL-KDD and UNSW-NB15, and a practical balance between performance

and scalability in real-world IDS.

7.1 Improvement Over Baseline Models

The proposed hybrid XGBoost and DQN architecture demonstrates significant perfor-

mance improvements over baseline models, both in terms of accuracy and robustness.

Traditional supervised classifiers such as support vector machines, decision trees, and

even standalone DRL often show limitations when exposed to ambiguous or novel

attack patterns in intrusion detection datasets like NSL-KDD and UNSW-NB15.

These models are generally trained to optimize for static data distributions and often

struggle with generalization in dynamic environments. In contrast, the hybrid model

leverages the high-confidence predictive strength of XGBoost and augments it with

the adaptive capabilities of DRL through the DQN layer, creating a more resilient

decision-making process.

Quantitatively, the proposed method outperforms several prior works. For instance,

on the NSL-KDD dataset, standalone DQN and CNN-based models previously re-

ported accuracy in the range of 98.71% to 99.36%, with varying degrees of precision

and recall. The hybrid approach achieved a balanced accuracy, precision, recall, and

F1-score of 99.45%, demonstrating not only higher performance but also more consis-

tency across all key metrics. This balanced improvement is critical in cybersecurity

applications, where false positives and false negatives have serious implications. No-

tably, the DRL layer selectively engages only when XGBoost indicates uncertainty,

allowing the system to operate efficiently without sacrificing decision quality.

Furthermore, baseline models often exhibit instability in classification confidence, es-

pecially for borderline samples. The integration of a confidence score mechanism in
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this hybrid model enables a dynamic thresholding strategy. When XGBoost produces

high-confidence predictions, the system accepts the decision directly, thereby optimiz-

ing inference time. However, when predictions are uncertain, the system defers to the

DQN agent, which evaluates the instance based on learned policies and environment

feedback. This targeted refinement results in superior classification of complex or

previously unseen attack patterns, a capability that baseline models often lack.

Another critical improvement is observed in feature management. While many base-

line models use full feature sets or manually reduced dimensions, the proposed ap-

proach employs RFE guided by XGBoost’s internal feature importance scores. This

results in a leaner, more informative feature subset that not only accelerates training

and testing but also improves interpretability and reduces overfitting.

Overall, the hybrid method introduces structural, algorithmic, and performance en-

hancements that systematically address the weaknesses of standalone classifiers. The

integration of SL and DRL creates a multi-perspective detection mechanism that

adapts to uncertainty, improves classification quality, and maintains computational ef-

ficiency. These improvements collectively position the hybrid XGBoost+DQN model

as a more reliable and scalable solution for modern intrusion detection tasks.

7.2 Scalability and Generalization to Unseen

Threats

A key challenge for IDS is their ability to scale to high-volume network environments

while generalizing effectively to novel or evolving threats. The hybrid XGBoost and

DQN model addresses both aspects through a layered and modular design that sep-

arates fast deterministic prediction from adaptive learning. The first layer, powered
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by XGBoost, handles the majority of classification tasks with minimal computational

overhead, making it highly suitable for real-time processing in large-scale systems.

XGBoost’s inherently parallelizable training and prediction mechanisms further sup-

port scalability, enabling rapid deployment in cloud-based infrastructures.

When the first layer encounters instances with low predictive confidence, the second

layer—a DRL agent—is triggered. This selective invocation of the DQN module en-

sures that computational resources are focused on ambiguous or complex samples,

which often represent previously unseen attacks or edge cases. This conditional en-

gagement mechanism significantly reduces the computational burden compared to

models that rely solely on deep learning or RL throughout the entire inference pro-

cess. In this way, the architecture preserves low-latency performance for most traffic

while maintaining robustness where it matters most.

In terms of generalization, the DQN agent contributes an important advantage by

learning state-action mappings that are not hardcoded or dependent solely on static

feature-label associations. Instead, the agent builds a policy over time that rewards

correct classifications based on environmental feedback, allowing it to adapt to pat-

terns not explicitly present in the training data. This capacity for policy-driven

learning enables the model to detect zero-day attacks and other evolving threat vec-

tors that often bypass signature-based or purely supervised models. Moreover, by

constructing the state representation from dynamically selected features, the model

enhances its focus on semantically meaningful attributes rather than relying on broad

generalizations across irrelevant dimensions.

The hybrid system’s performance on benchmark datasets such as NSL-KDD and

UNSW-NB15 confirms its ability to generalize well across varied attack categories,

including those with limited representation in the training set. The layered archi-

tecture also allows for incremental retraining of the DQN agent without affecting
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the stability or performance of the supervised layer, making it suitable for continual

learning in dynamic network environments. Overall, the proposed model balances

efficiency and adaptability, enabling both scalable deployment and effective general-

ization to novel threats.
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Chapter 8

Conclusion

To enhance the efficacy, the new IDPS proposed by this paper runs on two layers. This

system implements two learning approaches: the first layer implements RL via DQN,

while the second layer implements supervised learning via XGBoost. Under their

strong prediction powers and intelligence to learn through some worst-case scenarios,

some of these fundamental issues with previous IDPSs are alleviated.

After quickly processing the data in the first layer using XGBoost, a confidence score is

assigned. This confidence score helps determine whether an issue is obvious or requires

further investigation. If the confidence level is low, it falls to the second layer, DQN.

This layer cleverly learns from rewards and incentive constructs to combat difficult

circumstances. This setup enhances detection accuracy and saves time and processing

power by discarding unnecessary checks.

Since the model self-assesses its capabilities for a decision-making process, it can fine-

tune the balance between computational cost and accuracy. Testing against the two

most widely used datasets, NSL-KDD and UNSW-NB15, demonstrates the ability

of the system to deal with various network threats. The conclusions show that this
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hybrid system holds its ground against the best-known methods with high accuracy

and reliability over both datasets. This means that the model could manage and

adapt to changing cyber threats. Through confidence-aware decision-making, the de-

veloped model is a trade-off between speed and accuracy and is then applicable in

real-time intrusion detection scenarios. Experimental results were tested on two stan-

dard benchmark datasets (NSL-KDD and UNSW-NB15), thus achieved the testing

the system on different types of network attacks. In the experiments, it is demon-

strated that the hybrid system delivers competitive results to the state-of-the-art

works in terms of accuracy and anti-attack ability on both datasets. This demon-

strates the capability of the model to generalize well and adapt to evolving cyber

threats.

The hybrid architecture outperformed multiple baseline and benchmark models. With

the NSL-KDD dataset, the proposed system achieved an accuracy of 99.45% with high

precision, recall, and F1-scores verifying the system’s efficacy in detecting assaults of

all types. The model achieved 93.95% accuracy for the UNSW-NB15 dataset which

was the highest accuracy among all previously applied DRL and RL techniques on

this dataset. These results demonstrates the effectiveness of the proposed design

in adapting to new attacks that have not been previously encountered while also

being cost-efficient in terms of processing power. Decision routing from the confident

layer also reduced the processing load on the reinforcement layer which improved the

system’s response in data-rich environments. Combining SL techniques with adaptive

reinforcement strategies proved useful in coping with new challenges in cybersecurity.
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