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Abstract

Data synchronization is critical in distributed systems to ensure consistency and com-

munication between nodes. However, previous synchronization methods often face in-

efficiencies and lack sufficient fault tolerance, making them susceptible to issues such

as database crashes or network failures. In this work, we propose an approach to build-

ing a fault-tolerant, robust, and efficient data synchronization system by integrating

advanced caching mechanisms techniques. The system optimizes data transmission

by caching incremental updates, thereby minimizing the need to send entire datasets

and reducing network bandwidth usage and latency. To further enhance reliability,

we implement strategies that allow for database recovery even in the event of system

failures, ensuring data integrity and availability. By strengthening intermediary nodes

to handle preprocessing and act as recovery points, the system guarantees continuous

operation and resilience during critical failures, such as a MySQL crash. The pro-

posed solution effectively balances efficiency with fault tolerance, offering a scalable

and resilient data synchronization mechanism that ensures data consistency across

distributed systems, even in the face of failures. This system is particularly beneficial

for real-time applications requiring high availability and low-latency synchronization.

xxv





Chapter 1

Introduction

To understand the challenges addressed in this research, it is essential to first explore

the fundamentals of data synchronization in distributed systems. This subsection

introduces the core principles, goals, and mechanisms of synchronization, emphasizing

its importance for maintaining consistency and availability across multiple database

nodes.

1.1 Data Synchronization

Data synchronization involves a collection of methods, strategies, and protocols de-

signed to keep multiple copies of a database—spread across different servers, systems,

or locations—in sync. The goal is to guarantee that all these instances reflect the

same, current data, providing consistency and accuracy across the board. It is a

critical process in distributed computing environments, where data is replicated, par-

titioned, or shared among multiple nodes to support high availability, fault tolerance,
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load balancing, and scalability. The main goal of synchronization is to keep data con-

sistent and accurate. It ensures that any updates made to one copy of the database

are correctly shared and reflected across all other copies. In distributed architectures,

especially those supporting real-time or near-real-time applications, users and pro-

cesses interact with the system from various endpoints, often concurrently. These

interactions could include adding new records, modifying existing ones, or removing

data across various parts of the database. Without an effective synchronization mech-

anism, such parallel and distributed operations could lead to inconsistent data views,

update conflicts, stale records, or even violations of business rules and data integrity

constraints. Data synchronization is essential for making sure that distributed sys-

tems remain accurate, dependable, and consistent over time. The synchronization

process typically begins with change detection, where the system identifies which

records or data elements have been modified in the source database since the last

synchronization cycle. This step can be implemented through various means, such as

database triggers, transaction logs, timestamps, version numbers, or custom change

tracking mechanisms. Once the changes are identified, they must be transmitted to

the target database using an efficient and reliable communication channel. Depend-

ing on the system design, this transmission may occur through messaging queues,

direct API calls, replication frameworks, or customized synchronization protocols.

After receiving the changes, the target systems apply them to their local database,

ensuring alignment with the original data. Conflict resolution plays a important role

in the synchronization process, particularly in systems that support updates in both

directions. In such environments, two or more nodes may modify the same data in-

dependently, leading to conflicts that must be resolved using predefined policies or

conflict-handling logic.
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1.2 Background of Distributed Databases

A distributed database is a collection of data that is stored across multiple physical

locations but appears to users as a single database system. The data could be stored

on different servers located in various regions or spread across multiple administrative

domains. Despite the physical distribution, the system is designed to offer smooth ac-

cess, data management, and consistent information, as if everything were stored in a

single, centralized location. Distributed databases have unique design and operational

challenges that aren’t typically encountered in centralized systems. Issues such as net-

work latency, partitioning, concurrency control, fault tolerance, and data replication

must be carefully addressed to maintain system integrity and performance. Vari-

ous models of distributed databases exist, including homogeneous systems, where all

nodes use the same database management system, and heterogeneous systems, where

different nodes may operate using different technologies. However, the advantages

of distributed databases come with increased complexity in maintaining consistency

and synchronization. Managing consistent updates across multiple nodes, handling

simultaneous data access smoothly, and recovering effectively from partial failures are

fundamental challenges that distributed database systems need to tackle. The evolu-

tion of distributed databases has been closely linked with advancements in networking

technologies, cloud computing, and large-scale data processing frameworks. As mod-

ern applications demand higher levels of availability, scalability, and responsiveness,

the role of distributed databases and the mechanisms for their synchronization have

become increasingly critical to system design.
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1.3 Problem Statement

As distributed database systems grow in scale and complexity, traditional synchro-

nization methods encounter limitations. Replicating the entire dataset might seem

simple in theory, but in practice, it results in network bandwidth consumption, higher

CPU and memory demands, and longer recovery times when systems encounter fail-

ures. These inefficiencies become problematic in systems requiring high availabil-

ity, low latency, and efficient resource utilization. In cases like real-time analytics,

cloud platforms, and distributed transactions, simple synchronization adds delays

and reduces system responsiveness. Restoring a database often involves sending large

amounts of data again, which adds pressure to the network and slows the operation.

There is a need for lighter synchronization approaches that reduce data transfer, limit

processing time, and support recovery without using heavy coordination tools. This

thesis introduces a synchronization system based on batching, redundancy, and cod-

ing theory to improve how data is kept up to date across distributed environments.

1.4 Objectives and Research Questions

The objective of this research is to design, implement, and evaluate an efficient and

fault-tolerant database synchronization system for distributed environments. The

system is designed to overcome the previous synchronization methods by minimizing

network traffic, making better use of CPU and memory resources, and allowing for

quick recovery after database failures. The study primarily explores creating a syn-

chronization method that combines caching with carefully managed redundancy to

cut down on unnecessary data transfers. It also uses XOR-based packet generation
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techniques, enabling full database reconstruction and more efficient recovery pro-

cesses. The research also aims to develop a flexible adjustment approach for caching

and data placement, personalized to the size of the dataset. This ensures the sys-

tem stays scalable and responsive as data volumes grow. This study seeks to answer

several key research questions.

† First, the focus is on exploring how combining caching, redundancy, and XOR-

based methods can improve synchronization speed and reliability in distributed

databases.

† Second, it investigates how the proposed system affects network load and com-

putational resource usage during synchronization processes.

† Third, it evaluates the effectiveness of the recovery mechanism in reconstructing

missing or corrupted data following database crashes.

† Finally, it explores how the dynamic adjustment of batches and nodes affects the

system’s ability to scale efficiently and make the most effective use of resources

as the dataset expands.

Through addressing these objectives and research questions, the study aims to con-

tribute to the advancement of lightweight, scalable, and resilient database synchro-

nization techniques that are applicable to real-world distributed systems.

1.5 Contribution

This research introduces a synchronization system for distributed databases that re-

duces data transfer, supports recovery operation, and adapts to different data vol-

umes. The system uses caching, redundancy, and coding theory methods to avoid

5



sending data unnecessary amount of time while keeping information consistent across

nodes. By breaking data into smaller parts and adding redundancy, it avoids over-

loading system resources. A key part of the design is the use of coding methods

that helps to restore lost or needed data. These methods allow missing data to be

recovered without sending the dataset again. The system also adjusts caching and

data placement. Tests were run on real database setups to compare performance in

different conditions. The results show that the proposed method performs better in

both synchronization and recovery than basic approaches. This work offers a practi-

cal method for keeping distributed data in sync, dealing with failures, and scaling to

larger systems without needing complex infrastructure.
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Chapter 2

Literature Review

A comprehensive review of existing literature is essential to identify the limitations

of current data synchronization techniques and to justify the development of a more

efficient and fault-tolerant system. This chapter explores various approaches that

have been proposed in previous research, focusing on foundational synchronization

methods, cloud-native and middleware frameworks, domain-specific synchronization

challenges, and innovations in fault tolerance and redundancy. The review highlights

the gaps and trade-offs in current solutions.

2.1 Foundational Techniques

Data synchronization in distributed systems has been widely studied, particularly

with the growing need for real-time consistency, fault tolerance, and scalability. De-

spite considerable research, many current synchronization systems continue to strug-

gle with maintaining consistent performance and reliability when nodes or databases

experience failures.
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Several foundational approaches have aimed to optimize synchronization by minimiz-

ing the volume of transmitted data. Log-based synchronization methods, for instance,

transmit only the updated records since the last cycle, thereby reducing bandwidth us-

age and computational overhead. While effective under stable conditions, these meth-

ods are highly dependent on the availability of the primary database.Foundational

replication models like optimistic replication aimed to improve availability by allowing

updates to occur independently on different replicas, resolving conflicts later through

reconciliation [1]. This model laid the groundwork for many modern distributed sys-

tems that prioritize responsiveness over immediate consistency.

In the event of system failures or interruptions, the synchronization process can break

down entirely, leading to data loss or extended downtime [2]. Early research on mo-

bile data synchronization highlighted core issues like network instability, resource

constraints, and consistency trade-offs in asynchronous environments [3]. Differen-

tial synchronization has also been proposed as a lightweight, near real-time strategy

that supports continuous updates with minimal bandwidth, making it suitable for

collaborative environments [4].

The Bayou system introduced a pioneering approach to data synchronization in

weakly connected and mobile environments. It supported eventual consistency, con-

flict resolution, and offline updates, laying the groundwork for later distributed sys-

tems that prioritize availability over strict consistency [5]. Synchronization challenges

have also been extensively explored in high-performance computing, where efficient

coordination among parallel threads or processes remains critical for minimizing over-

head and ensuring correctness [6]. A structured taxonomy of evaluation indicators has

been shown to improve the consistency and clarity of system assessments, especially

in complex, multi-dimensional environments [7]. Early approaches to synchronization

in heterogeneous database systems employed XML parsing and middleware layers to

bridge platform differences, offering baseline interoperability at the cost of increased
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latency and structural rigidity [8].

Although such methods established early efficiency benchmarks, they are increasingly

viewed as inadequate for modern distributed systems that require both responsiveness

and resilience. This creates a need for synchronization frameworks that incorporate

failure recovery mechanisms without undermining the benefits of incremental data

transfer.

2.2 Cloud-Native and Middleware Approaches

As distributed architectures evolved, synchronization mechanisms expanded into

cloud-native and middleware-based solutions. Cloud-native orchestration platforms

such as Kubernetes have contributed significantly to the scalability and automation

of distributed applications. However, despite these benefits, Kubernetes lacks built-in

support for redundancy or failure-resilient synchronization, rendering systems vulner-

able during database crashes, network partitions, or node outages [2] [9] [10].

Global data synchronization (GDS) serves as a foundational mechanism in supply-

chain systems, enabling consistent, real-time updating of product information across

business partners. The evolution of standards and platforms like the Global Data

Synchronization Network (GDSN) has enhanced data integrity and streamlined e-

collaboration—though challenges remain in implementation and organizational align-

ment. These insights open research opportunities into GDS adoption dynamics and

ecosystem network effects [11]. A sampled-data synchronization scheme has been

developed for stochastic Markovian jump neural networks subject to time-varying

delays. By applying LMI-based design under aperiodic sampling, this method guar-

antees mean-square exponential synchronization—demonstrating robustness against
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randomness and varying delays [12].

Non-invasive EEG synchronization measures—specifically the Phase Lag Index (PLI)

and the Weighted Phase Lag Index (WPLI)—were shown to reliably detect preic-

tal states several minutes before the onset of the seizure. Applied to a 14-patient

scalp-EEG dataset, the threshold-based classifier achieved high seizure prediction

accuracy with few false alarms, demonstrating its practical potential for portable

monitoring systems [13]. A low-overhead hardware synchronization mechanism, Syn-

Cron, has been proposed specifically to support fine-grained synchronization in near-

data processing (NDP) architectures. The design incorporates multiple hardware

primitives to accelerate barrier and mutex operations directly within the memory

subsystem, significantly reducing latency compared to traditional CPU-centric tech-

niques [14]. A resource allocation framework was introduced to dynamically synchro-

nize virtual Metaverse environments with real-time IoT-generated data. This system

enables IoT service instances to adaptively allocate computing, storage, and commu-

nication resources, maintaining consistency and low latency between the simulated

virtual world and its physical counterpart [15].

Middleware solutions, particularly message brokers like RabbitMQ, offer a modular

and decoupled approach to data transfer. By separating producers and consumers

through asynchronous queues, such systems support optimized communication and

easier system decomposition [16] [17] [18]. Still, they rely heavily on supplementary

recovery plans and backup strategies to manage data loss during failure scenarios.

Machine learning infrastructures such as PyTorch Distributed further illustrate these

challenges. While these systems enable high-throughput parallel training across multi-

ple nodes, they also reveal the limitations of current synchronization practices in main-

taining consistency and throughput under distributed computation [19]. These ob-

servations highlight the pressing need for synchronization solutions that can maintain
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robustness without impeding the benefits of scalability and decentralization [20] [21]

In practice, synchronization failures often stem from common but overlooked is-

sues such as clock drift, network partitions, and inconsistent state reconciliation.

ClearInsights [22] highlights the importance of addressing such root causes through

well-structured data modeling, consistent event ordering, and clear conflict resolu-

tion strategies. In enterprise applications like Salesforce CRM, synchronization be-

comes even more complex due to bidirectional data flows, strict API limits, and

asynchronous communication patterns. As noted by GeeksforGeeks [23], developers

must account for edge cases such as rate throttling, latency-induced state mismatch,

and partial failures. Ensuring consistent and predictable packet delivery is crucial for

reliable synchronization in distributed environments.

2.3 Domain-Specific Synchronization

Synchronization requirements become more complex in domain-specific environments

where timing precision and continuous availability are critical. In Industry 4.0 con-

texts, the fusion of production and logistics (PiL) systems demands real-time syn-

chronization to maintain continuous process flow. Although many early frameworks

focused on system modeling and finished-product data integration, fewer addressed

runtime disruptions or uncertainties that affect production-logistics coherence. Re-

cent research has introduced stochastic control mechanisms such as stochastic mixed

jump neural networks (SMJNNs), recurrent delayed neural networks (RDNNs), and

fuzzy sampled-data control to achieve synchronization under irregular sampling and

variable system conditions [24] [25].
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Parallel to these advances, innovative control models have emerged to tackle the chal-

lenge of fault tolerance in uncertain environments. Stochastic control strategies and

neural synchronization models enable systems to operate reliably even with incom-

plete or delayed data. However, while these solutions improve stability, they tend

to be complex and computationally heavy, limiting their scalability and applicabil-

ity to broader distributed systems [24] [25]. To reduce synchronization latency in

time-sensitive IoT applications, fog computing has emerged as a decentralized alter-

native to cloud-based synchronization. By offloading processing to edge devices, fog

frameworks help mitigate delays and improve data consistency near the source [26].

A digital twin–enabled real-time synchronization system (DT-SYNC) was developed

to enhance planning, scheduling, and execution (PSE) for precast on-site assembly.

By leveraging high-fidelity digital twins, the system provides cyber-physical visibil-

ity and traceability, enabling dynamic allocation of resources and coordination of

operations via a ticket-based model. Numerical experiments and a robotic testbed

demonstrate DT-SYNC’s ability to maintain resilience and just-in-time synchroniza-

tion in constrained, urban construction environments [27].

Healthcare applications also place high importance on accurate synchronization, es-

pecially in electroencephalogram (EEG) signal analysis where precision timing is vital

for diagnostics. Frameworks like SynCron demonstrate how synchronization near the

data source can significantly improve performance in environments with intensive

computation demands [28] [29]. However, these solutions often lack mechanisms for

effective failure recovery, which is crucial in medical and time-sensitive systems.

In the UAV domain, synchronization frameworks are used to support real-time video

streaming in rapidly changing network conditions. These frameworks often employ

caching strategies to improve transmission efficiency. Deep learning models have

also been explored for synchronization tasks involving temporal data, particularly
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in healthcare and sensor networks. Such models can automatically learn complex

time-dependent patterns, offering potential for adaptive synchronization under dy-

namic and noisy conditions [30]. In telemedicine, synchronization delays due to poor

connectivity can critically affect diagnostic accuracy and real-time responsiveness [31]

2.4 Innovations in Fault Tolerance and Redun-

dancy

Recent efforts have shifted toward integrating fault tolerance and redundancy into

synchronization frameworks through advanced architectural strategies.The fusion of

digital twin and blockchain technologies has introduced new possibilities for main-

taining synchronization across heterogeneous systems. In construction and industrial

monitoring, for example, blockchain ensures traceability and secure information ex-

change, while digital twins offer real-time modeling and feedback loops [32]. These

methods promote consistency and transparency but often prioritize data security over

synchronization recovery efficiency. Blockchain technologies have also been applied to

maintain data integrity in IoT environments, offering tamper-resistant logs and de-

centralized verification mechanisms for synchronization frameworks [33] [34]. Several

systems have addressed fault tolerance in distributed synchronization by combining

redundancy techniques with stable transmission mechanisms, demonstrating the on-

going relevance of resilient data coordination strategies [35].

Chrome’s synchronization feature enables automatic syncing of browser data—such as

bookmarks, extensions, history, and passwords—across desktop and mobile devices.

Users can switch between syncing everything or customize the data types to sync via

the settings “Manage sync”, allowing selective data control across devices [36]. Mult-

Cloud’s “Google Cloud Sync” feature enables automated synchronization between
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Google Drive and other cloud storage accounts, such as the device’s desktop, another

Google profile, or third-party clouds, without local downloads. It supports multiple

sync modes, including one-way, two-way, real-time, incremental, and scheduled syn-

chronization, and enhances data management via filters, notifications, and security

options like 256-bit encryption [37].

Despite these innovations, a consistent gap remains: many existing systems either

optimize for speed without sufficient fault recovery, or introduce robustness at the

expense of performance. There is still a need for lightweight synchronization frame-

works that balance redundancy, efficiency, and resilience, especially for systems op-

erating under constrained resources or volatile conditions. One emerging direction

from industry is the Event-Carried State Transfer (ECST) paradigm, which embeds

complete state information within each event to ensure self-contained synchronization

and eliminate dependence on central sources [38].

Maddah-Ali and Niesen [39] proposed a foundational coded caching model that mini-

mizes transmission load through prefetching and centralized multicast delivery. Build-

ing upon their framework, this thesis applies similar redundancy principles in a de-

centralized synchronization context. Unlike their broadcast-oriented model, the pro-

posed system enables peer-to-peer linear-coded recovery, allowing nodes to reconstruct

missing data even when the central source is unavailable. This shift supports fault-

tolerant synchronization in distributed database environments rather than content

delivery networks.

While this work proposes a new approach to synchronization that combines batch

placement, caching, and linear-coded recovery, it is important to note that it builds

on concepts introduced in prior literature. Existing systems, such as those based on
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coded caching for content delivery [39] and native cloud orchestration [40]—offer valu-

able foundations, but they do not explicitly address fault-tolerant bidirectional syn-

chronization across distributed hubs in the same configuration explored here. Given

the novelty of the proposed framework, a direct quantitative comparison with existing

implementations was not feasible within the scope of this study. However, the system

design was conceptually aligned with well-established models to ensure consistency

with proven practices.
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Chapter 3

System Design

3.1 Coding and Caching Techniques

This section presents the coding and caching strategies integrated into the proposed

system to support efficient, fault-tolerant data synchronization across distributed

nodes. These techniques are designed to minimize communication overhead, enhance

data availability during failures, and maintain system consistency even when parts of

the infrastructure become temporarily inaccessible. By drawing on concepts from re-

cent advances in coded caching theory, the system combines proactive data placement

with coded multicasting to address the core challenges of redundancy and recovery

in real-time environments.

Ensuring fault tolerance in distributed synchronization systems is a critical require-

ment, particularly in environments where node failures, database outages, or unstable

network conditions can disrupt the flow and integrity of data. To address these chal-

lenges, the proposed system adopts a coded caching framework, which introduced
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the concept of combining caching and coding to improve efficiency and robustness in

data delivery. This work applies a theoretical framework [39], which formalizes the

use of coded caching to minimize transmission load in distributed environments. The

methodology adopted from the paper includes two core components: content place-

ment based on redundancy-aware caching, and coded delivery through group-based

multicasting. These techniques are used to optimize communication efficiency and

ensure recoverability in distributed synchronization settings.

The strategy is based on storing subsets of data redundantly across multiple nodes,

following a predefined combinatorial structure. Although the original framework was

designed for content delivery networks, its principles are extended here to support

distributed database synchronization. Additionally, the theoretical recovery rate in-

troduced in [39] is used to estimate the number of transmissions required to fulfill

all missing data across the network. This rate is based on a normalized communica-

tion cost derived from the cache size and redundancy level, and serves as a guide for

evaluating the efficiency of the applied approach.

Although the original paper [39] assumes a shared-link broadcast model, the meth-

ods were adapted to suit peer-to-peer and multi-hop communication contexts. How-

ever, the mathematical foundation for group selection, redundancy, and coded packet

construction is preserved. The selection of this methodology was motivated by its

provable communication efficiency under storage constraints and its adaptability to

network failure conditions. The paper’s results serve as a foundation for the system’s

redundancy logic and fault tolerance strategy, allowing the practical implementation

to benefit from theoretically optimized communication bounds.
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3.2 Architecture Overview

The proposed synchronization system is structured around a hub-distributed archi-

tecture, designed to enable efficient data synchronization, ensure fault tolerance, and

support system scalability [27]. The architecture comprises three primary Hubs, Hub

B, Hub A, and Hub C, each with a distinct role in the synchronization pipeline. Hub

B serves as the primary sender and hosts the source database. Hub A functions as

the orchestrator, responsible for health monitoring and coordination. Hub C acts as

the receiver, storing synchronized data in a second database. The synchronization

process begins at Hub B and progresses through Hub A to its final destination at

Hub C.

Figure 3.1: Distributed Architecture

Hub B and Hub C serve as active participants in bidirectional data exchange. Hub
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B originates the dataset and sends it to Hub C via Hub A. Hub C, after processing

and storing the data in its local instance, can also send data back to Hub B. This

two-way communication enables the system to support both forward synchronization,

ensuring that both hubs can contribute to maintaining data consistency.

3.3 Data Placement Strategy

The process starts with pulling data from the primary database source (e.g., MySQL),

which contains the full dataset to be distributed across a set of nodes. The full dataset

is divided into smaller units called batches, where each batch represents a subset of

the data that can be transmitted and stored on different nodes.

Note: ‘Batch count’ (N) refers to the number of data partitions, while ‘batch size’

denotes the number of records in each partition. Instead of dividing the data arbi-

trarily, the system follows a structured approach. To organize the data placement

strategy, we define the following parameters:

† K: the total number of nodes in the distributed system.

† r: the redundancy level, representing how many nodes each batch should be

stored on.

† N : the total number of batches required to distribute the data with redundancy.

† M : the number of batches stored on each node (i.e., batches per node).

† η: a positive integer that scales the number of possible unique combinations. It

allows for more batches than the base combinatorial minimum.
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Each batch is placed on a unique subset of r nodes out of the total K. Specifically,

if each batch is stored on r different nodes, the system can tolerate up to r − 1 node

failures without data loss.

To determine how many unique batches N are needed, we calculate how many distinct

combinations of r nodes can be selected from the K total nodes. This is given by the

binomial coefficient [39]:

N = η ·

(

K

r

)

= η ·
K!

r!(K − r)!
. (3.1)

Note: η is a scaling factor that allows increasing the number of distinct batches

beyond the strict minimum required for redundancy.

As shown in Equation (3.1)., this combinatorial approach ensures full coverage of

all redundancy subsets. Since each batch is stored on r different nodes to provide

redundancy, the total number of batch placements in the system is:

Total placements = N · r. (3.2)

As shown in Equation (3.2)., this represents the total number of times batches are

stored across the nodes. To distribute the load evenly, we divide the total number of

placements by the number of nodes K. As a result, the number of batches that each

node must store is given by [39]:

M =
N · r

K
. (3.3)
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This ensures a balanced and uniform distribution of storage responsibilities across the

system, as shown in Equation (3.3). Every node holds the same number of batches,

which helps optimize memory usage and simplifies retrieval logic during reconstruction

or synchronization.

In summary, this strategy guarantees the following:

† Each batch is replicated across exactly r nodes.

† Each node stores exactly N ·r
K

batches.

† The system can tolerate up to r − 1 node failures without losing any data.

3.3.1 Example: Calculating Batch Storage with K = 4 and

r = 2

Let us consider a system with η = 1, K = 4 nodes, and a redundancy level of r = 2,

meaning each batch must be stored on 2 different nodes.

Step 1: Total Number of Batches

The number of unique batches N is determined using the binomial coefficient:

N =

(

4

2

)

=
4!

2!(4− 2)!
=

24

4
= 6.

In this scheme, 6 unique batches are created.

Step 2: Total Placements and Batches per Node
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Each batch is stored on r = 2 nodes:

Total placements = N · r = 6 · 2 = 12.

These 12 total batch placements are spread evenly across the K = 4 nodes:

M =
N · r

K
=

12 · 1

4
= 3.

Step 3: Node Assignments

Each node will store exactly 3 batches. For example, the 6 batches can be assigned

to the following node pairs:

{(1, 2), (1, 3), (1, 4), (2, 3), (2, 4), (3, 4)}.

Thus:

† Node 1 stores: Batches 1, 2, 3.

† Node 2 stores: Batches 1, 4, 5.

† Node 3 stores: Batches 2, 4, 6.

† Node 4 stores: Batches 3, 5, 6.

This confirms that each node holds 3 batches, and each batch is stored on 2 nodes —

satisfying both the redundancy and balance criteria.
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3.4 Caching and XOR

To reduce network load and improve synchronization speed, the system applies coding

techniques in the form of encoded XOR-packets. These packets are generated by

MySQL and sent to intermediate hubs (e.g., Hub B). Since the full dataset is not sent

to every node, each node receives only a subset of the data (i.e., selected batches).

Direct transmission of all missing batches to each node would result in considerable

network overhead. To avoid this, XOR-packets are introduced as an efficient and

compact method for reconstruction.

3.4.1 Definition of XOR Packets

In the coded caching scheme, an XOR packet is a coded transmission that simultane-

ously serves multiple nodes. Each XOR packet is constructed by combining multiple

batches—one intended for each node in a group—using the bitwise XOR operation.

Instead of sending these batches separately, the server transmits their XOR sum.

Each node can then decode its intended batch by removing the others from the sum

using its local cache.

3.4.2 Number of XOR Packets

Let K be the number of nodes, N the number of batches, and M the number of

batches per node. The normalized coded caching rate is given by [39]:

RC(M) = K ·

(

1−
M

N

)

·
1

1 + KM
N

. (3.4)
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Since each XOR packet carries one batch of information, the total number of XOR-

coded packets that must be transmitted is [39]:

Total packets = RC(M) ·N = K ·

(

1−
M

N

)

·
N

1 + KM
N

. (3.5)

This expression accounts for the redundancy introduced during placement and ensures

minimal transmission volume while satisfying all node demands [39].

3.4.3 Number of Batches per XOR Packet

Each XOR-coded packet is intended to serve a group of r + 1 nodes, where the

redundancy parameter r is defined by:

r =
KM

N
. (3.6)

Therefore, each XOR packet must include r + 1 batches—one for each node in the

group. These batches are chosen such that every node in the group is able to decode

its missing batch using the XOR packet and its locally cached content.

3.4.4 Group Formation

To prepare for efficient coded delivery, the server constructs all possible combinations

of r + 1 distinct nodes from the total set of K nodes. Each of these combinations

defines a group G, where [39]:
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(

K

r + 1

)

. (3.7)

is the total number of such groups.

Each group G = {i1, i2, . . . , ir+1} ⊆ {1, . . . , K} consists of r + 1 nodes, and serves as

a target for a single coded transmission. Specifically, the server will use this grouping

to construct an XOR-coded packet that contains a combination of batches such that

each node in the group can decode its missing batch using the data it already holds.

These groups are precomputed and independent of any specific data requests, relying

solely on the redundancy-based placement strategy defined during the caching phase.

This group-based structure is fundamental to minimizing transmission overhead, as

it enables a single message to satisfy multiple nodes simultaneously.

3.4.5 Batch Assignment Within Groups

Once groups of r + 1 nodes are formed, the server assigns a specific batch to each

node within the group G. Let the group be denoted as G = {i1, i2, . . . , ir+1}, where

each ij represents the identifier of the j-th node in the group (for j = 1, 2, . . . , r+1).

The goal is to construct a coded packet that enables each node to recover exactly

one batch it does not have, using information available from the other nodes in the

group.

For each node ij ∈ G, the server selects a batch bij such that:

bij /∈ Zij , bij ∈
⋂

k∈G\{ij}

Zk,
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where Zk represents the set of batches cached at node k.

This condition ensures two things:

† Missing at Target Node: The batch bij is not stored in node ij’s cache,

meaning it is a required batch for that node.

† Recoverable from Peers: The batch bij is present in all other nodes in the

group, allowing node ij to decode it from the coded packet using its local cache.

By satisfying this constraint for each node in the group, the server guarantees that

a single coded transmission—containing the XOR of all assigned batches—will allow

every node in the group to recover its missing data using only the information already

stored in its cache.

3.4.6 Placement into XOR Packets

Once the group and batch assignments are determined, the server constructs the

XOR-coded packet for group G as:

PG = bi1 ⊕ bi2 ⊕ · · · ⊕ bir+1
.

The packet PG is then broadcast to all nodes in the group. Each node ij decodes its

assigned batch using:

bij = PG ⊕
⊕

k∈G\{ij}

bik .

This decoding is enabled by the fact that node ij already has all other r batches

involved in the packet. This construction ensures that each transmission is simulta-

neously useful for all participating nodes r + 1.
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3.5 Example: XOR Packet Formation for 4 Nodes

and 6 Batches

We consider a system with the following parameters:

– Number of nodes: K = 4.

– Number of batches: N = 6.

– Redundancy: r = 2, meaning each batch is stored on exactly 2 nodes.

– Group size for XOR packets: r + 1 = 3.

The total number of XOR-coded packets (i.e., the number of unique groups of 3 nodes

from 4) is calculated as:

Total packets =

(

K

r + 1

)

=

(

4

3

)

= 4.

This corresponds to the group count defined in Equation (3.1). The batch placement

is predefined so that each batch is placed on 2 nodes. Let Ni represent the set of

batches stored in node i. Then:

N1 = {B1, B2, B3}

N2 = {B1, B4, B5}

N3 = {B2, B4, B6}

N4 = {B3, B5, B6}
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Each batch appears in two different node caches as required:

B1 ∈ N1 ∩N2

B2 ∈ N1 ∩N3

B3 ∈ N1 ∩N4

B4 ∈ N2 ∩N3

B5 ∈ N2 ∩N4

B6 ∈ N3 ∩N4

3.5.1 Group Formation

We form all possible combinations of 3 nodes out of 4. These are:

G1 = {1, 2, 3}

G2 = {1, 2, 4}

G3 = {1, 3, 4}

G4 = {2, 3, 4}

Each of these groups will be assigned a packet Pi, which consists of the XOR of one

batch for each node in the group. The batch assigned to a node must:

- be missing from that node’s cache.

- be present in the caches of the other two nodes in the group.
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3.5.2 Batch Assignment and Packet Construction

We now construct the coded packets P1, P2, P3, P4 based on the groups G1,G2,G3,G4

formed above. For each group, we identify one batch per node that satisfies two

conditions: (1) the batch is missing from that node, and (2) it is available in the

caches of the other two nodes in the group.

Each packet Pi is then generated by computing the XOR of the selected batches from

all three nodes in the corresponding group.

Group {1, 2, 3}.

Node 1: missing B4, B4 ∈ N2 ∩N3

Node 2: missing B2, B2 ∈ N1 ∩N3

Node 3: missing B1, B1 ∈ N1 ∩N2

⇒ P1 = B1 ⊕ B2 ⊕ B4

Group {1, 2, 4}.

Node 1: missing B5, B5 ∈ N2 ∩N4

Node 2: missing B3, B3 ∈ N1 ∩N4

Node 4: missing B1, B1 ∈ N1 ∩N2

⇒ P2 = B1 ⊕ B3 ⊕ B5
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Group {1, 3, 4}.

Node 1: missing B6, B6 ∈ N3 ∩N4

Node 3: missing B3, B3 ∈ N1 ∩N4

Node 4: missing B2, B2 ∈ N1 ∩N3

⇒ P3 = B2 ⊕ B3 ⊕ B6

Group {2, 3, 4}.

Node 2: missing B6, B6 ∈ N3 ∩N4

Node 3: missing B5, B5 ∈ N2 ∩N4

Node 4: missing B4, B4 ∈ N2 ∩N3

⇒ P4 = B4 ⊕ B5 ⊕ B6

3.5.3 Transmission Phase

Once all XOR-coded packets P1, P2, P3, P4 are constructed, the server transmits them

to their corresponding groups of nodes. Each packet is sent only once, but it serves

all r + 1 nodes in its group simultaneously.

P1 = B1 ⊕ B2 ⊕ B4 sent to Nodes 1, 2, 3

P2 = B1 ⊕ B3 ⊕ B5 sent to Nodes 1, 2, 4

P3 = B2 ⊕ B3 ⊕ B6 sent to Nodes 1, 3, 4

P4 = B4 ⊕ B5 ⊕ B6 sent to Nodes 2, 3, 4
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Each node listens to the packets relevant to its group and applies the decoding rule

to retrieve the batch it is missing. Since every node has the other two batch values

involved in its group packet, the XOR operation allows full recovery.

This method ensures minimal network usage because each transmission benefits mul-

tiple receivers at once. The server only sends a total of 4 coded packets to achieve

full synchronization across all nodes.

3.5.4 Decoding Rule

Every node receives the XOR packet for its group. Since each node knows the other

two batches in the packet, it can decode its missing batch using:

bi = P −
∑

j∈G\{i}

bj

In this context, the subtraction is interpreted as XOR. For example, Node 1 in group

1 computes:

B4 = P1 ⊕ B1 ⊕ B2

This logic is applied identically across all four groups. To illustrate the decoding at

the receiver side more clearly, consider the following example:

Example: Decoding at Node 1 in Group G1 = {1, 2, 3}
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The server transmits packet P1 = B1 ⊕ B2 ⊕ B4 to all nodes in G1. Node 1 already

stores B1 and B2 in its local cache N1. Upon receiving P1, it performs the XOR

operation:

B4 = P1 ⊕ B1 ⊕ B2

Thus, Node 1 successfully recovers the missing batch B4. Similarly, Node 2 in the

same group knows B1 and B4 and decodes:

B2 = P1 ⊕ B1 ⊕ B4

Node 3 knows B2 and B4 and decodes:

B1 = P1 ⊕ B2 ⊕ B4

This demonstrates that all nodes in a group can independently recover their missing

batch using the shared XOR-coded packet and their local cache. The same procedure

applies to packets P2, P3, and P4 for the remaining groups.

3.6 Hub A as an Orchestrator

Hub A is responsible for performing database validation and system health monitor-

ing. Hub A relies on multiple distributed nodes to verify the operational status of

both the MySQL source and the Oracle storage. Each monitoring node in Hub A

checks different aspects of database health and synchronization consistency. These
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distributed verification processes enhance system robustness by eliminating single

points of failure in the health monitoring mechanism.

Hub A serves two primary functions: continuous database health monitoring and

coordination of data forwarding. This health monitoring is ongoing and is not directly

linked to the synchronization cycle or the forwarding of datasets. The objective of the

monitoring nodes is to detect anomalies or failures as they appear, supporting overall

system resilience, but not to block or control the flow of synchronized data. In parallel

with ongoing health monitoring, one designated node within Hub A is responsible for

transmitting the complete synchronized dataset. This node functions independently

of monitoring outcomes and is designated for transmission tasks according to the

system setup, allowing synchronization to happen smoothly.

In scenarios where the MySQL server becomes unavailable, Hub A activates peer-

initiated recovery mode. In this mode, Hub A takes the role of coordinator, enabling

nodes to recover missing batches using XOR-coded packets constructed from their

cached data.

3.7 Failure detection and Recovery Design

In the event of a node failure, the system does not rely fully on the database source

to resend the lost data. Instead, peer nodes collaborate using cached data and node’s

own local batches to reconstruct and restore the lost information. This offloads the

burden from MySQL and ensures fault tolerance and network efficiency.
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3.7.1 Linear-Coded Recovery

The MySQL server’s unavailability triggers the start of a Linear-Coded Recovery.

The proposed system enables peer-based recovery using linearly encoded messages

transmitted among the nodes. This section presents the theoretical framework for

recovering multiple missing batches per node using a minimal number of coded trans-

missions. The proposed recovery strategy is based on principles of linear coding over

finite fields, allowing each node in a distributed system to reconstruct multiple missing

data batches solely through peer-to-peer exchange.

Consider a distributed system with K nodes and N data batches {B1, B2, . . . , BN}.

Each node stores a subset of r batches. In the event of a central source failure, each

node aims to reconstruct the N−r batches it is missing, relying only on coded packets

received from other nodes.

Each of the K nodes constructs a coded packet by forming a linear combination of

locally stored batches. These combinations are constructed over a finite field F2m ,

and the coded packets are shared among the other K − 1 nodes.

The architecture ensures the following:

† Each node constructs one coded packet based solely on the batches in its own

local cache.

† Each coded packet is sent to the other nodes.

† Each node receives coded packets.

† Upon receiving the coded packets, each node subtracts the known components
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from the received values and isolates a system of linear equations involving its

unknown batches.

Assume that Node i is missing three data batches, denoted as Bxi
, Byi , and Bzi . To

facilitate recovery, the system transmits three coded packets, Q1, Q2, and Q3, to this

node. Each coded packet is constructed as a linear combination of three batches over

the finite field F2m , such that:

Qj = Baj +Bbj +Bcj , for j ∈ {1, 2, 3}.

Here, Baj , Bbj , and Bcj represent the specific batches included in coded packet Qj.

The subscripts aj, bj, cj refer to the indices of these batches and vary with j to ensure

that each packet contains a distinct combination of batches. The system is designed

so that, from Node i’s perspective, each packet contains exactly two batches that are

missing (from the set {Bxi
, Byi , Bzi}) and one batch that is already present in its local

cache.

Upon receiving each coded packet, Node i subtracts the known (cached) batch from

the linear combination, resulting in an equation that involves two unknowns. This

process yields a system of three equations:

Bxi
+Byi = A1,

Bxi
+Bzi = A2,

Byi +Bzi = A3,

where A1, A2, A3 ∈ F2m are intermediate values computed after removing the known

batch from each coded packet.

This system of equations is solvable over the finite field using standard algebraic
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methods such as substitution or Gaussian elimination. Once solved, Node i success-

fully recovers all three of its missing batches using only the received coded packets

and its locally cached data. This strategy enables fully decentralized recovery and

demonstrates the effectiveness of the linear-coded recovery mechanism employed in

the system.

3.7.2 Solving the System

This system admits a unique solution over any finite field F2m in which division by 2

is defined (i.e., the field has characteristic not equal to 2). Using standard algebraic

manipulations, the missing batches at Node i, specifically Bxi
, Byi , and Bzi , can be

recovered as follows:

Byi =
A1 + A3 − A2

2
,

Bzi = A3 − Byi ,

Bxi
= A1 − Byi .

Here, A1, A2, A3 ∈ F2m are values obtained by subtracting the known (cached) batch

from each coded packet. The solution illustrates how Node i can locally reconstruct

all three of its missing batches using linear-coded cooperation without any additional

communication with the source node.

Each operation is performed over the finite field F2m , such as GF(28), ensuring that

byte-sized data values are compatible with field operations.
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3.7.3 Example – Linear-Coded Recovery at Node 1

Consider a distributed system consisting of K = 4 nodes: Node 1, Node 2, Node 3,

and Node 4, and N = 6 unique data batches {B1, B2, B3, B4, B5, B6}. Each batch is

stored in exactly r = 2 nodes, according to the following placement:

† Node 1 stores {B1, B2, B3}

† Node 2 stores {B1, B4, B5}

† Node 3 stores {B2, B4, B6}

† Node 4 stores {B3, B5, B6}

Suppose the central source database is temporarily unavailable. Node 1, which holds

B1, B2, B3, must reconstruct its missing batches B4, B5, B6 using only peer-coded

transmissions.

Each peer node constructs and transmits a single coded packet by linearly combining

its locally cached batches over a finite field F2m . The packets received at Node 1 are:

Q2 = B1 +B4 +B5 (from Node 2)

Q3 = B2 +B4 +B6 (from Node 3)

Q4 = B3 +B5 +B6 (from Node 4)

Node 1 subtracts its known batch from each received coded packet to isolate the
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unknown terms, resulting in the following equations:

Q2 − B1 = B4 +B5 = A1,

Q3 − B2 = B4 +B6 = A2,

Q4 − B3 = B5 +B6 = A3.

This yields the following system of linear equations over a finite field F2m :

B4 +B5 = A1,

B4 +B6 = A2,

B5 +B6 = A3.

Assuming the field supports division by 2 (i.e., its characteristic is not equal to 2),

the solution is obtained using basic algebraic operations:

B5 =
A1 + A3 − A2

2
,

B6 = A3 − B5,

B4 = A1 − B5.

This decoding process allows Node 1 to recover all three of its missing

batches—B4, B5, and B6—using only the received coded packets and its locally stored

data, without querying the original data source.

This allows Node 1 to fully reconstruct its missing batches using peer transmissions

only, without accessing the source. The method generalizes to any node with three

missing batches, given appropriate overlap and linear independence in received coded

packets.
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3.7.4 Solving the Linear System at Node 1

Let the known batch values at Node 1 be:

B1 = 10, B2 = 20, B3 = 30

Let the true values of the missing batches be:

B4 = 40, B5 = 50, B6 = 60

Then the coded packets transmitted from the peers are:

Q2 = B1 +B4 +B5 = 10 + 40 + 50 = 100,

Q3 = B2 +B4 +B6 = 20 + 40 + 60 = 120,

Q4 = B3 +B5 +B6 = 30 + 50 + 60 = 140.

Node 1 subtracts its cached values from the received packets to isolate the unknown

components:

A1 = Q2 − B1 = 100− 10 = 90,

A2 = Q3 − B2 = 120− 20 = 100,

A3 = Q4 − B3 = 140− 30 = 110.
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This yields the following system of linear equations:

B4 +B5 = A1 = 90,

B4 +B6 = A2 = 100,

B5 +B6 = A3 = 110.

Solving the system gives:

B5 =
A3 + A1 − A2

2
=

110 + 90− 100

2
=

100

2
= 50,

B6 = A3 − B5 = 110− 50 = 60,

B4 = A1 − B5 = 90− 50 = 40.

Thus, Node 1 successfully reconstructs its missing data:

B4 = 40, B5 = 50, B6 = 60

This confirms that linear-coded peer transmissions enable complete and accurate

recovery without reliance on the failed source. The same decoding strategy can be

applied symmetrically at the remaining nodes.

3.8 Efficiency of Linear-Coded Recovery

This section presents a formal comparison between two approaches: uncoded recovery

and linear-coded peer recovery and proves that the linear-coded strategy is more
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efficient under full source failure conditions.

Let the system be defined as follows:

† K: number of nodes in the system.

† N : total number of unique data batches.

† r: redundancy factor (each batch is stored on exactly r nodes).

† s: size of each batch in bytes (or symbols over a finite field).

Each node holds r·N
K

batches. Therefore, each node is missing:

m = N −
r ·N

K
.

batches that must be recovered from peers when the source is offline.

3.8.1 Uncoded Peer Recovery Cost

In uncoded peer recovery, each missing batch is transmitted individually to the nodes

that require it. Let s denote the size of a single data batch (e.g., in bytes). Since

each of the N batches is stored on r nodes and needed by the remaining K− r nodes,

each batch must be sent K−r times during the recovery process. Therefore, the total

communication cost incurred by the uncoded scheme is given by:

Cuncoded = s ·N · (K − r),

where:

42



- s is the size of each batch,

- N is the total number of batches,

- K is the total number of nodes,

- r is the replication factor (i.e., the number of nodes storing each batch).

3.8.2 Linear-Coded Peer Recovery Cost

In the linear-coded method, each node sends exactly one linearly coded packet to the

rest of the system. This packet is constructed as a linear combination of its locally

stored batches and has the same size s. Since each of the K nodes sends one coded

packet, the total communication cost is:

Ccoded = s ·K.

Each node receives 3 such packets from its peers and solves a linear system (as shown

in prior decoding sections) to reconstruct its missing batches.

3.8.3 Communication Efficiency Gain

To evaluate the benefit of linear coding, we define the communication efficiency gain

as:

Gain =
Cuncoded

Ccoded

=
s ·N · (K − r)

s ·K
=

N(K − r)

K
.

43



This gain becomes more pronounced as N grows relative to K, especially in systems

with high batch redundancy and source unavailability.

3.8.4 Example: K = 4, N = 6, r = 2

Each batch is stored on 2 nodes. Therefore, each node holds 3 unique batches and is

missing 3 others:

† Node 1: B1, B2, B3 → needs B4, B5, B6

† Node 2: B1, B4, B5 → needs B2, B3, B6

† Node 3: B2, B4, B6 → needs B1, B3, B5

† Node 4: B3, B5, B6 → needs B1, B2, B4

† Uncoded recovery: Each of the 6 batches must be sent to 2 other nodes:

Cuncoded = 6 · 2 · s = 12s.

† Linear-coded recovery: Each of the 4 nodes sends one coded packet:

Ccoded = 4s.

† Gain:

Gain =
12s

4s
= 3 ⇒ 66.7% reduction in communication cost

Each node reconstructs its 3 missing batches by solving a linear system using the 3
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coded packets received from its peers. This enables full recovery in a communication-

efficient, decentralized manner without any access to the source database.

3.9 Node Failure with MySQL Online

In the event that a node (e.g., Node 1) loses its local cache but the MySQL server

remains operational, the system performs a direct batch recovery. MySQL identifies

which batches are missing at the failed node (e.g., B1, B2, B3) and locates peer nodes

that still hold them due to the redundancy level r = 2.

Instead of sending these batches itself, MySQL delegates the responsibility to the

appropriate nodes:

Node 2→ send B1 to Node 1

Node 3→ send B2 to Node 1

Node 4→ send B3 to Node 1

Figure 3.2: Nodes Communicating With Each Other in order to Get
Needed Batches

45



This method avoids unnecessary transmissions from the server and leverages existing

cached data for quick recovery.
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Chapter 4

Implementation

The implementation of the proposed synchronization framework was carried out us-

ing a carefully selected set of technologies and tools, chosen for their performance,

simplicity, and compatibility with distributed system simulation.

4.1 Technologies Used

Python served as the core programming language for the development of the entire

synchronization framework due to its simplicity, versatility, and wide adoption in

both academic and industrial settings. Its strong standard library, extensive ecosys-

tem of third-party modules, and support for multiple programming paradigms made

it particularly well-suited for modeling a modular, distributed system that required

real-time data processing, communication across multiple hubs, and built-in fault

tolerance mechanisms. The synchronization system was built using Python modules

and packages, which helped keep different parts of the program organized and focused

on their specific tasks. Each core task—such as data extraction, batch processing,
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XOR-coded packet generation, caching logic, and node-to-node communication was

implemented as a self-contained function or class. This modularity made it easier to

simulate failure scenarios, implement fallback logic, and adjust components indepen-

dently during testing and development.

Python offered solid tools for working with exact calculations and managing times-

tamps effectively. The decimal module was used to preserve numerical accuracy dur-

ing data serialization and deserialization, particularly for values involving currency or

computation-sensitive figures. Python’s datetime module played a key role in accu-

rately tracking time during synchronization processes. This helped keep timestamp-

based sorting and updates consistent, whether handling batch jobs or managing data

exchanges between hubs. Python was also essential in coordinating communica-

tion between the hubs. Using Flask, a lightweight Python web framework, enabled

quick and efficient development of RESTful API endpoints. These endpoints made

it smooth to exchange data between Hub B, Hub A, and Hub C. Combined with the

requests module, this setup enabled bidirectional communication across hubs using

HTTP protocols, simulating the data routing and synchronization that would occur

in a larger-scale distributed deployment.

4.2 Databases

Two relational database management systems were employed in the implementation

of the synchronization framework to simulate real-world data flow across distributed

hubs and to support evaluation of both transmission logic and recovery behavior.

The choice of MySQL and SQLite was based on their core advantages: MySQL

for managing structured data reliably and offering flexible integration options, and

SQLite for its efficiency in running simulations smoothly. MySQL was used as the
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primary source database in Hub B, serving as the central repository from which the

original dataset was extracted. It was selected because of its reliable performance,

solid support for transactions, and its popularity across both enterprise settings and

open-source communities. MySQL’s structured query language (SQL) capabilities

allowed for precise selection and filtering of records based on attributes such as cre-

ation timestamps, which proved essential for batch segmentation and incremental

synchronization. Its ability to effectively manage relational data structures makes

it well-suited for representing real-world datasets, especially when maintaining ref-

erential integrity and clear schema definitions are essential. The system integrated

MySQL with the Python backend through the mysql.connector interface, allowing for

smooth execution of queries and straightforward retrieval of results. After extracting

records from the database, Python processed and partitioned them into batches—each

representing a subset of the total dataset—to be transmitted to distributed storage

nodes. These batches were stored in cache and encoded using redundancy techniques,

with MySQL serving as the primary source of truth throughout the entire simulation

process. In failure simulation scenarios, MySQL’s absence triggered recovery opera-

tions based on cached data and coded packets, allowing for practical assessment of the

system’s resilience to source unavailability. Although Oracle was initially considered

for its industry relevance in enterprise systems, SQLite was selected as a practical

alternative during implementation due to its ease of integration, zero-configuration

nature, and compatibility with the Python environment. SQLite, by contrast, was

used exclusively in Hub C as a lightweight destination database. Although the original

architectural intent was to synchronize data into an Oracle environment, SQLite was

selected as a substitute due to its zero-configuration setup, native support in Python,

and adequacy for simulating data reception and storage on the receiving end. Hub

C uses SQLite to receive and store the entire dataset sent from Hub A. Upon recep-

tion, the data was reorganized into batches in preparation for future synchronization

with downstream systems. The simplicity of SQLite made it particularly suitable for
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localized testing and validation, especially in single-node environments where ease of

deployment and minimal overhead were prioritized.

4.3 Dataset Description

The dataset used for evaluation was sourced from Kaggle’s Banking Dataset for Mar-

keting Targets [41]. It contains 4,521 records and 17 fields, including attributes such as

age, occupation, marital status, loan status, contact duration, and subscription out-

come. Its structured format reflects typical relational database schemas and supports

simulation of distributed synchronization tasks.

Despite its moderate size, the dataset was chosen to validate system logic under

controlled conditions. The architecture is scalable: batch count N , node count K,

and redundancy level r can be increased proportionally to support larger datasets.

These experiments function as minimal working examples, confirming the system’s

scalability, fault tolerance, and recovery behavior under varying parameters.

4.4 Web Framework and Communication

The communication layer is an important part of the synchronization framework, al-

lowing efficient data sharing and coordination across distributed hubs. The system

used Flask. Flask was selected for its simplicity, modular structure, and its suitabil-

ity for building RESTful APIs, all of which aligned well with the project’s goal of

simulating loosely coupled, service-based communication between distributed compo-

nents. Flask was used to expose API endpoints at each hub to handle data reception,
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validation, and forwarding. Endpoints such as /receive.from.b, /send.to.c, and /pro-

cess were implemented to represent the various stages of the synchronization pipeline.

These endpoints allowed hubs to transmit data payloads, confirm receipt, initiate val-

idation routines, and coordinate transfer logic, all using simple HTTP requests. By

simulating inter-hub operations over HTTP, Flask enabled the system to replicate

the asynchronous, decentralized behavior common in real-world microservice archi-

tectures and distributed database systems. The web communication layer was built

using Python’s requests library, offering an easy-to-use interface for sending outbound

HTTP requests. This was essential for simulating push-based synchronization, where

one hub proactively sends data to another, rather than relying on polling or manual

data pulls. Each transmission involved packaging the batch data or full dataset as

a JSON-formatted HTTP request body, complete with serialization of timestamped

records, decimal values, and metadata.

4.5 System Design Features

To replicate more realistic distributed conditions, the system integrated basic com-

munication protocols such as request retries, error detection, and acknowledgment

responses. Each HTTP interaction between hubs involved a quick status check to

confirm the data was received correctly before moving on to the next step. In the

case of failed requests—due to simulated downtime, timeouts, or data corruption—the

sending hub could retry the operation, or in certain scenarios, activate recovery logic

using cached or redundant data. This behavior aligns closely with real-world dis-

tributed systems, where ensuring fault tolerance and reliable message delivery are

essential priorities. The Flask-based architecture also enabled clean modular separa-

tion between components. Each hub operated its own Flask server instance, complete
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with a specific set of routes and logic designed to handle its part in the synchroniza-

tion process. Hub B, for instance, exposed endpoints specifically for sending initial

batch data and coded packets, while Hub A’s routes managed system health checks,

database forwarding, and node status monitoring. Hub C processed and reorganized

the incoming data to set it up properly for the next steps in synchronization. This sep-

aration of responsibilities made it easier to test each hub independently and ensured

that system behavior remained predictable and scalable.

The combination of Flask and HTTP-based communication offered a optimized, flex-

ible, and scalable foundation for the synchronization framework. It enabled reliable,

testable, and asynchronous interaction between distributed hubs, reflecting real-world

practices in microservices and distributed database environments. Combined with

Python’s built-in networking and serialization capabilities, this web framework al-

lowed for clean orchestration of inter-node communication while preserving system

flexibility, simplicity, and robustness.

52



Algorithm 1 Hub B Sync and Recovery Distribution Procedure

1: Fetch data from MySQL: data, mysql failed ← fetch data()

2: if no data and not in recovery then

3: Wait and retry

4: else if in recovery then

5: if MySQL is down then

6: for each Node i do

7: Identify missing batches Mi

8: Receive K − 1 coded packets Qj = Baj +Bbj +Bcj over F2m

9: Subtract known terms, solve for Mi

10: end for

11: else

12: Identify all failed nodes (e.g., Node 1, Node 2, Node 3)and their missing

batches

13: for each missing batch do

14: Request it from a peer holding it

15: end for

16: end if

17: end if

18: Split data into N batches and distribute to K nodes

19: Generate and assign XOR-coded packets

20: Transmit full DB from Node 1 to Hub A

21: Wait for next sync cycle

Description. The Hub B algorithm is responsible for pulling data from the primary

MySQL database, splitting it into batches, and distributing both raw and XOR-coded

data across the storage nodes. It ensures distribution during normal operation and

activates fault-tolerant mechanisms during failure scenarios.
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Algorithm 2 Hub A Sync and Monitoring Procedure

1: while True do

2: Check status of MySQL, Hub B/C (/ping), and local SQLite

3: if MySQL down and recovery not active then

4: Trigger recovery mode on Hub B

5: else if MySQL restored and recovery was active then

6: Reset recovery mode on Hub B

7: end if

8: Wait before next status check

9: end while

10: function receive from b(payload)

11: Log and forward payload to Hub C

12: end function

13: function receive from c(payload)

14: Log and forward payload to Hub B

15: end function

16: function send to hub b from c(data)

17: Forward full dataset from Hub C to Hub B

18: end function

19: function send to hub c(data)

20: if Hub C and SQLite are alive then

21: Build and send payload with sync metadata

22: else

23: Skip transmission

24: end if

25: end function

Description. Hub A serves as an intermediary relay and system monitor. It forwards
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synchronization data between Hubs B and C, ensuring consistent propagation of batch

updates. Additionally, it continuously monitors the availability of MySQL, Hub B,

Hub C, and the simulated SQLite database. When MySQL becomes unavailable,

Hub A triggers recovery mode in Hub B. Once MySQL is restored, it resets Hub B

to resume normal operations.
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Algorithm 3 Hub C Synchronization and Recovery Procedure

1: while True do

2: Fetch records from local SQLite

3: if data is available then

4: Split into N batches and distribute to K nodes

5: Generate and assign XOR-coded packets

6: Extract full data from one node (e.g., Node k)

7: Package with sync metadata and send to Hub A

8: else if SQLite is down then

9: for each Node i do

10: Identify missing batches Mi

11: Receive K − 1 coded packets Qj = Baj +Bbj +Bcj over F2m

12: Subtract known components to isolate unknowns

13: Solve the linear system over F2m

14: end for

15: end if

16: end while

17: if a node fails but SQLite is online then

18: Identify missing batches

19: for each batch do

20: Request it from a peer node

21: end for

22: end if

23: function UPLOAD FROM A(payload)

24: Extract data and metadata

25: Store into local SQLite

26: Log sync metrics

27: end function

56



Description. The Hub C algorithm handles synchronization and storage of data

using a local SQLite database. It acts as a secondary source and supports bidirectional

sync with Hub A. Hub C retrieves records, splits them into batches, generates XOR-

coded packets, and distributes both raw and encoded data across its nodes.

4.6 Synchronization Modes: Direct, Partial, and

Full

To evaluate the efficiency of the proposed system, three synchronization strategies are

compared: direct synchronization, partial synchronization, and full synchronization

via coded caching.

Direct synchronization refers to transmitting the entire dataset to each node with-

out batch strategy and caching. This approach incurs the highest communication and

memory overhead, as every node receives and stores a full copy of the data.

Partial synchronization transmits data in batches using logical placement but

without caching or coded recovery. Nodes request missing data on demand, and

those are sent directly from peers or the source, without redundancy or optimization.

Full synchronization is implemented using the proposed coded caching method.

Data is divided into batches, placed redundantly using combinatorial logic, and trans-

mitted as XOR-coded packets. This approach reduces network traffic and enables

recovery without requiring full retransmissions.
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Chapter 5

Results and Evaluations

This section presents the evaluation of the proposed synchronization system under

varying parameters. The goal is to assess how well the system performs as the number

of nodes and redundancy levels change, particularly in terms of transmission time and

overhead. Through a series of experiments, we analyze the scalability and efficiency

of the coded synchronization mechanism, highlighting its robustness under different

configurations. The system is tested under varying configurations, including changes

in node count K, redundancy r, and batch count N . Three synchronization modes

are compared: direct, partial, and full coded synchronization. Evaluation metrics

include transmission time, CPU and memory usage, and recovery efficiency under

failure scenarios.
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5.1 Evaluation Across Varying Node Counts and

Redundancy Levels

Figure 5.1 captures how the system responds to increasing batch volumes in a con-

figuration with K = 4 nodes and a redundancy level of r = 2. As the number of

batches increases from 6 to 24, the transmission time shows only a modest rise, from

approximately 3.05 to 3.66 seconds. This increase highlights the system’s ability to

handle higher data loads without compromising synchronization efficiency. The ad-

ditional time is primarily attributed to the rise in XOR-coded packet generation and

delivery, yet the performance curve remains smooth and controlled.

Figure 5.1: Transmission Time Comparison for K = 4 and r = 2 values

In Figure 5.2 the transmission shows a performance for a setup with K = 5 nodes

and redundancy r = 2, across batch sizes ranging from 10 to 40. Transmission time

increases slightly from 3.57 to 3.84 seconds, it’s an incremental rise similar to that

observed in the K = 4 case. As the number of nodes grows, the system continues

to handle increased batch traffic with minimal overhead. The slight uptick reflects

the expected cost of generating more XOR-coded packets, yet the synchronization

process remains efficient and predictable.
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Figure 5.2: Transmission Time Comparison for K = 5 and r = 2 values

Figure 5.3 presents the transmission time for a larger configuration with K = 7 nodes

and redundancy r = 2, evaluated over batch sizes from 21 to 84. Interestingly, the

transmission time remains nearly flat, rising only slightly from 4.15 to 4.21 seconds.

Compared to the K = 4 and K = 5 cases, this setup handles a significantly higher

data volume with almost no added latency. Even as both node count and batch count

increase, the system sustains its performance with impressive consistency.

Figure 5.3: Transmission Time Comparison for K = 7 and r = 2 values

Figure 5.4 displays the transmission time for K = 4 nodes under a higher redundancy

setting of r = 3, with batch counts ranging from 4 to 16. The increase in transmission

time is rising from 3.10 to 3.20 seconds, demonstrating that the added redundancy
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introduces only a negligible overhead. Compared to the r = 2 scenario in Figure 5.1

with the same node count, the system maintains a similarly stable trend, indicating

that increased fault tolerance does not compromise synchronization efficiency.

Figure 5.4: Transmission Time Comparison for K = 4 and r = 3 values

Figure 5.5 presents the transmission performance for a configuration with K = 5

nodes and redundancy level r = 3, across batch sizes from 10 to 40. The transmis-

sion time remains tightly clustered between 3.25 and 3.30 seconds, showing almost

no upward trend. The results suggest that the system absorbs the cost of higher

redundancy with minimal performance trade-off.

Figure 5.5: Transmission Time Comparison for K = 5 and r = 3 values

Figure 5.6 shows the transmission time for a system withK = 6 nodes and redundancy
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level r = 3, tested across 20 to 80 batches. The synchronization time gradually

increases from 3.22 to 3.48 seconds, reflecting modest growth. Although the overhead

is slightly more noticeable than in the K = 5 case, the rise remains linear and

controlled.

Figure 5.6: Transmission Time Comparison for K = 6 and r = 3 values

Figure 5.7 illustrates the transmission time for K = 7 nodes with redundancy level

r = 3, evaluated over batch counts ranging from 35 to 140. The time increases

steadily from 3.82 to 4.27 seconds, marking the most noticeable increase among the

configurations tested. Despite the heavier workload, growth remains smooth and

predictable, suggesting that the system scales reliably even at higher node and batch

counts.

Figure 5.7: Transmission Time Comparison for K = 7 and r = 3 values
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5.2 Recovery Time Simulation For Different Sce-

narios

Table 5.1 presents the peer-based recovery times under the linear-coded recovery

strategy for a configuration withK = 4 nodes, N = 6 data batches, and a redundancy

factor of r = 2. In this scenario, each node reconstructs its missing data by solving a

system of linear equations derived from coded packets received from its peers.

Table 5.1

Linear-Coded Recovery Time for K = 4, N = 6, r = 2

Node Recovery Time (s)

Node 1 0.031

Node 2 0.019

Node 3 0.028

Node 4 0.017

The recovery times show minor but notable variation: Node 1 completes in 0.031

seconds, whereas Node 2, Node 3, and Node 4 complete in 0.019, 0.028, and 0.017

seconds, respectively. The slightly higher recovery time for Node 1 may be attributed

to a more complex decoding path or delayed arrival of the required coded packets due

to its role in multiple XOR groupings. Node 4 consistently shows the fastest recovery,

potentially indicating a more favorable packet overlap or less computational load.

These results confirm that the proposed system can reliably and efficiently recover

lost data using peer-coded transmissions, without requiring reconnection to the orig-

inal MySQL source. The sub-second recovery latency across all nodes demonstrates
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the practicality of the coded approach in real-time or near-real-time distributed en-

vironments.

In Table 5.2, the system is evaluated withK = 4 nodes managingN = 12 data batches

under a redundancy factor of r = 2. Recovery times range from 0.043 seconds (Node

4) to 0.054 seconds (Node 1), reflecting slight variations that may be attributed

to packet arrival sequencing, decoding load, or node placement within the coded

groupings.

Table 5.2

Linear-Coded Recovery Time for K = 4, N = 12, r = 2

Node Recovery Time (s)

Node 1 0.054

Node 2 0.048

Node 3 0.052

Node 4 0.043

Despite the increased data volume compared to the N = 6 configuration (Table 5.1),

all nodes successfully reconstruct their missing data using only peer transmissions,

without any reliance on the MySQL source. This confirms that the system’s linear-

coded recovery mechanism maintains consistent performance and fault tolerance even

as the batch count doubles, demonstrating its scalability under growing data loads.

Table 5.3 reports recovery times for a configuration involvingK = 4 nodes andN = 18

data batches with redundancy r = 2. Nodes 1, 2, and 4 complete recovery within a

tight range of 0.055 to 0.083 seconds. However, Node 3 exhibits a significantly longer

recovery time of 0.168 seconds—nearly double that of its peers.
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Table 5.3

Linear-Coded Recovery Time for K = 4, N = 18, r = 2

Node Recovery Time (s)

Node 1 0.058

Node 2 0.055

Node 3 0.095

Node 4 0.083

This anomaly likely reflects external runtime factors such as unbalanced packet assign-

ments, increased decoding complexity due to its position in multiple XOR groups, or

temporary network latency during peer communication. While the system ultimately

achieves full recovery for all nodes, this case highlights how batch volume and coded

group dynamics can introduce load imbalances. Such behavior reinforces the impor-

tance of optimizing placement strategies and decoding schedules, particularly in dense

or high-throughput deployments.

Table 5.4 presents recovery times under the linear-coded strategy for a configuration

with K = 4 nodes handling N = 24 data batches and a redundancy level of r = 2.

Recovery performance remains well balanced across nodes, with completion times

ranging from 0.089 to 0.110 seconds.

Table 5.4

Linear-Coded Recovery Time for K = 4, N = 24, r = 2

Node Recovery Time (s)

Node 1 0.089

Node 2 0.110

Node 3 0.092

Node 4 0.097
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Node 2 exhibits the highest recovery time at 0.110 seconds—a modest deviation that

may reflect temporary decoding overhead or slight variation in packet complexity.

Importantly, no extreme outliers are observed, indicating that the system scales pre-

dictably even as batch volume continues to increase. These results reinforce the

framework’s stability and effectiveness in handling larger datasets without compro-

mising fault-tolerant recovery.

The recovery results in Table 5.5 reveal consistently uniform performance across all

five nodes, with recovery times tightly clustered between 0.057 and 0.065 seconds.

Table 5.5

Linear-Coded Recovery Time for K = 5, N = 10, r = 2

Node Recovery Time (s)

Node 1 0.061

Node 2 0.058

Node 3 0.061

Node 4 0.065

Node 5 0.057

This minimal variation—on the order of milliseconds—demonstrates that the peer-

to-peer coded recovery mechanism scales effectively in a five-node configuration. Op-

erating with K = 5, N = 10 data batches, and a redundancy factor of r = 2, the

system maintains low-latency, balanced recovery across all participants. The absence

of significant outliers confirms that increasing the number of nodes does not introduce

instability or performance degradation. Instead, it reinforces the design’s robustness

and ability to preserve fault tolerance at scale.
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Table 5.6

Linear-Coded Recovery Time for K = 5, N = 20, r = 2

Node Recovery Time (s)

Node 1 0.111

Node 2 0.112

Node 3 0.117

Node 4 0.125

Node 5 0.111

While overall recovery times remain closely grouped in Table 5.6, Node 4 stands out

with a slightly elevated duration of 0.125 seconds — just above its peers, who fall

between 0.111 and 0.119 seconds. This test, conducted with K = 5 nodes, N = 20

data batches, and redundancy level r = 2, hints at possible fluctuations in decoding

load or encoded packet complexity for individual nodes. Even with this minor outlier,

the results confirm the system’s ability to maintain synchronized recovery across a

growing dataset.

Table 5.7

Linear-Coded Recovery Time for K = 5, N = 30, r = 2

Node Recovery Time (s)

Node 1 0.161

Node 2 0.150

Node 3 0.172

Node 4 0.181

Node 5 0.157

This table 5.7 illustrates the peer-based recovery times using the proposed linear-

coded strategy, assuming K = 5 nodes, N = 30 data batches, and a redundancy
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factor of r = 2. As shown, Node 1 completes recovery in 0.168 seconds, Node 2 in

0.159 seconds, Node 3 in 0.172 seconds, Node 4 in 0.181 seconds, and Node 5 in 0.157

seconds. While the times are relatively close, Node 4 exhibits slightly higher recovery

latency, which may be attributed to decoding overhead or network timing variation.

Table 5.8

Linear-Coded Recovery Time for K = 5, N = 40, r = 2

Node Recovery Time (s)

Node 1 0.211

Node 2 0.205

Node 3 0.219

Node 4 0.224

Node 5 0.203

As batch volume increases to N = 40, Table 5.8 shows a predictable rise in recovery

duration across all five nodes. In this configuration with K = 5 and redundancy level

r = 2, decoding times fall within a range from 0.203 to 0.224 seconds, representing

approximately double the values observed in the N = 20 test. This increase is

expected, as each node must process a greater number of missing batches and solve

more complex linear systems.
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5.3 Comparison of Direct, Partial, and Coded

Transmission Methods (K = 4, N = 6 and r = 2

values)

Figure 5.8 compares the transmission performance of three synchronization strategies

under a fixed configuration of K = 4 nodes, N = 6 data batches, and a redundancy

factor of r = 2. The three methods—direct placement, partial send, and coded

caching—differ in how they distribute data from the source to the nodes.

Figure 5.8: Method Comparison of Transmitting Data from Data Source
to General Nodes

In the direct placement method, each node receives all required batches indepen-

dently, resulting in the highest transmission cost due to redundant data transfers.

The partial send approach improves this by dividing delivery into two steps, first

assigning initial batches and then responding to missing batch requests, moderately

reducing overhead. The coded caching strategy provides the most efficient outcome:

it uses four XOR-coded packets to satisfy the data needs of all nodes, leveraging
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combinatorial redundancy to reduce network load.

This comparison highlights the substantial communication savings introduced by

coded synchronization, particularly in systems with high node overlap and shared

batch dependencies. The result demonstrates the framework’s ability to reduce syn-

chronization time while maintaining fault tolerance and recovery flexibility.

5.3.1 Resource Usage (CPU, Memory) (K = 4, N = 6 and

r = 2 values)

Figure 5.9: CPU Usage

Figure 5.9 compares the CPU usage percentage of the full synchronization system

during one complete synchronization cycle. The first bar, representing “Direct Trans-

mitting”, shows a CPU usage of 78 percent. This approach involves sending the entire

dataset to each node without batching, redundancy and caching. The high CPU us-

age reflects the big processing load required, transmission management, and memory

operations during full-dataset replication across multiple nodes.

The second bar, labeled as “Our Proposed Method”, demonstrates a lower CPU usage
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of 49 percent. This reduction comes from transmitting data in batches, incorporating

redundancy, and recovering locally by using cached batches. Since each node is only

responsible for processing a subset of the data and can reconstruct the rest with-

out additional transmissions, the method decreases CPU workload, especially under

larger-scale deployments. The 29 percent reduction in CPU utilization illustrates the

computational efficiency of the proposed design.

Figure 5.10: Memory Usage Comparison Between Scenarios(K = 4, N = 6
and r = 2 values)

Figure 5.10 presents an analysis of memory consumption under two different synchro-

nization strategies: a traditional direct approach versus the proposed method of the

full synchronization system during one complete synchronization cycle. The first bar,

“Full Dataset to All Nodes”, indicates a memory usage of 620 MB. This approach

involves transmitting the complete dataset to each node individually, leading to high

memory consumption due to direct data duplication and repeated operations. System

memory is heavily utilized.

In contrast, the second bar, “Batches with Redundancy”, shows lower memory usage

of 390 MB. This reduction is attributed to the system’s design, which divides the

dataset into smaller, manageable batches distributed across nodes with a redundancy

factor.
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The comparison demonstrates a 37 percent decrease in memory usage with the pro-

posed method. This finding confirms that batching and redundancy mechanisms not

only improve synchronization and fault tolerance but also optimize memory usage,

making the system more suitable for environments where memory resources are lim-

ited or shared with other applications.

5.4 Network Performance

Figure 5.11 presents the effect of increasing network latency on total transmission

time for two synchronization strategies: a conventional method without caching and

the proposed coded caching-based method.

Figure 5.11: Comparison of Data Transmission Between Two
Databases(K = 4, N = 6 and r = 2 values)

The blue curve, labeled “Without Caching Technique,” exhibits a linear increase in

transmission time as network latency grows. This strategy transmits each dataset

in its entirety to every destination, leading to cumulative delays across batches and
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nodes—particularly in high-latency environments.

In contrast, the green curve, representing “Our Proposed Method,” demonstrates

significantly improved efficiency. While latency still impacts transmission time, the

total duration remains consistently lower due to reduced communication overhead.

This advantage stems from the use of cached placement, batching, and XOR-coded

packets, which minimize the number of transmissions required for complete data

distribution.

Quantitatively, for the configuration K = 4, N = 6, and r = 2, the proposed method

achieves synchronization in 3.053 seconds, compared to 6.112 seconds using the un-

cached method—nearly a 50% improvement. These results confirm the method’s

resilience to network delay and its capacity to maintain efficient synchronization per-

formance under variable network conditions.
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Chapter 6

Conclusion

6.1 Summary of Findings

This research presents a practical database synchronization framework tailored for

distributed environments. By combining batching, XOR-based coded redundancy,

and decentralized recovery mechanisms, the system aims to reduce transmission over-

head while maintaining data availability, even in the event of failures.

The experimental results indicate that the proposed approach can significantly reduce

resource usage and transmission time compared to full-dataset replication. While the

improvements are encouraging, such as a reduction in CPU and memory usage and

consistent recovery performance, the system’s design remains relatively adaptable.

Recovery during simulated MySQL failures was handled effectively, and synchroniza-

tion time scaled predictably with increasing batch volume and node count.
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Although these outcomes are promising, this work represents a foundational step. Fu-

ture extensions may explore more advanced coding schemes, dynamic reconfiguration

under node churn, or integration with real-time consistency requirements. Collec-

tively, these findings affirm that the framework not only achieves its design goals

of efficiency and resilience, but also offers a scalable solution suitable for real-world

distributed environments where performance and fault tolerance are critical.

6.2 Recommendations For Future Work

While the proposed synchronization framework achieved its objectives in terms of

performance, fault tolerance, and resource efficiency, several opportunities remain for

future exploration. Incorporating technologies such as Apache Kafka or RabbitMQ

could enable continuous data updates rather than periodic batch transmissions, al-

lowing the framework to support low-latency applications and live data processing

scenarios.

Future work should focus on evaluating the proposed system using larger and more

diverse datasets to better understand its scalability and robustness. Additionally,

benchmarking against established synchronization frameworks would provide clearer

insights into the system’s relative performance, efficiency, and applicability in real-

world environments. Such comparisons may also highlight areas for further optimiza-

tion and refinement.

Implementing security measures like encrypted data transfer, strict access controls,

and tamper detection within the synchronization process helps ensure the system

is capable of handling sensitive or regulated environments effectively. This would

involve implementing secure communication protocols and verification mechanisms.
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Finally, the system could be extended into a containerized deployment model using

Docker and Kubernetes, enabling scalability testing under cloud-native conditions.

This kind of architecture makes it easier to deploy in multi-tenant setups and enables

features like automatic scaling, health monitoring, and smooth recovery processes.
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Appendix A

Proof of Existence

This thesis and all associated original work, including source code, experiments, eval-

uations, and figures, have been developed and completed by the author in accordance

with the university’s academic integrity standards.

Additionally, a signed PDF version of this document has been submitted to the

university’s institutional repository and shared via a trusted timestamping service to

ensure authenticity.

Code Snapshots
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Figure A.1: Python function fetch data() for extracting and formatting
records from all tables in a MySQL database. This function queries all
tables, retrieves their records, and converts special data types like decimals
and timestamps for batch processing and transmission.

Figure A.2: Function create batches(data) that splits the input dataset
into evenly sized batches for distribution. This implementation ensures ex-
actly 6 batches (or another fixed N), padding if necessary. It supports
batch-based placement in the synchronization pipeline.
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Figure A.3: Python functions for batch distribution and XOR-coded
packet generation. The distribute batches() method assigns batches to
nodes based on a fixed redundancy pattern. The xor batches() function
performs element-wise encoding across batches to produce parity packets.
These packets are generated using generate xor packets()

89



Figure A.4: Flask routes implemented in Hub A for relaying synchro-
nization data between Hubs B and C. The receive from b() function ac-
cepts JSON payloads from Hub B and attempts to forward them to Hub
C via an HTTP POST request. If the response is successful, Hub A logs
the confirmation; otherwise, it handles and logs forwarding failures. The
receive from c() function similarly accepts incoming data from Hub C,
making Hub A a bidirectional relay point for synchronization traffic.
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Figure A.5: Flask-based status monitoring functions in Hub A. The /ping
route allows external systems to confirm that Hub A is operational. The
check mysql status() function attempts to establish a connection with
the MySQL database and reports connection success or failure. Similarly,
check b status() and check c status() verify connectivity to Hubs B and
C, respectively, by issuing GET requests to their /ping endpoints. These
functions support centralized health monitoring and error handling across
the system.
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Figure A.6: Recovery and monitoring functions in Hub A. The
check c status() function verifies the availability of Hub C via its /ping
endpoint, while check sqlite status in c() attempts to connect to the
simulated Oracle database at Hub C. The notify hub b to recover() and
notify hub b to reset() functions are responsible for triggering or reset-
ting the recovery mode in Hub B through HTTP POST requests. These
functions enable Hub A to orchestrate fault detection and initiate appropri-
ate recovery workflows.
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Figure A.7: Central monitoring loop in Hub A, implemented in
monitor system(). This function continuously checks the health status
of MySQL (Hub B), SQLite (Hub C), and both hubs via their respective
endpoints. If MySQL is found to be down, the system triggers a recovery
request to Hub B. Once MySQL is restored, the loop detects its availability
and sends a reset signal to disable recovery mode. This loop executes every
10 seconds and enables Hub A to act as a live orchestrator for failure detec-
tion and automated response.
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Figure A.8: Python function send to hub c(data) for transmitting data
from Hub A to Hub C. This function checks whether both Hub C and its
local SQLite database are operational before proceeding. It builds a synchro-
nization payload containing the data and metadata such as a UUID-based
sync id, a timestamp, and a direction tag. The payload is then sent via a
POST request to Hub C’s processing endpoint. Success or failure responses
are logged, and error handling ensures that any connection issues are clearly
reported.
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Figure A.9: Python function send to hub b from c node(data) is exe-
cuted by Hub A to forward a complete dataset from Hub C to Hub B.
This function constructs a POST request to Hub B’s receiving endpoint,
including a JSON payload. It logs success or failure messages depending on
the response status and includes exception handling for transmission errors.
Below the function, the application’s entry point initializes a background
monitoring thread and starts the Flask server on port 5001.
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Figure A.10: Function fetch data from sqlite() is executed in Hub C
to extract records from all tables stored in the SQLite database. It connects
to hub c sqlite.db, retrieves table names dynamically, executes a SELECT

* query for each table (limited to 12 rows per table), and formats the results
into a list of dictionaries. This function enables downstream synchronization
or transmission by packaging the retrieved data in a structured format.
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Figure A.11: Function receive from a and store() runs in Hub C and
handles POST requests sent from Hub A. It validates the incoming JSON
payload, extracts the data and synchronization metadata, and dynamically
rebuilds a local SQLite table named received from b. To avoid schema
mismatches, the function drops any existing table before generating a new
one based on the structure of the incoming data. This mechanism ensures
compatibility and seamless ingestion of synchronized content into Hub C’s
database.
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Figure A.12: Continuation of the receive from a and store() function.
After preparing the SQLite table schema, this block inserts each data record
using a safe string conversion method to avoid encoding issues. The function
tracks insertion duration, prints sync completion messages, and returns a
success status if all records are stored correctly. If any step fails, it logs the
error and returns a 500 response to the caller. This implementation enables
robust ingestion and timing validation for full sync operations (MySQL →

Hub A → Hub C → SQLite).

Figure A.13: Ping route and entry point for Hub C. The /ping route
provides a simple heartbeat check to confirm Hub C is operational. Upon
execution, the script launches a background thread responsible for initiating
synchronization to Hub A and runs the Flask application on port 5002.
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